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VE VIETTEL
THREAT INTELLIGENCE

Nhimng moi de doa trén khong gian
mang nhu ma doc téng tién, gia
mao théng tin, cac cudc tan coéng
c6 chu dich, ... ngay cang phuc tap
va gia tang. T6i pham mang ludn an
minh, truc chd doanh nghiép chu
quan dé tan cong. Cang thiéu théng
tin, doanh nghiép cang bi dong. Boi
vay, ndm bat sém thong tin dong vai
tro chién luoc gitp cac doanh nghiép
gitr vi thé chi dong va bdo dam an
toan théng tin!

VE VIETTEL CYBER SECURITY

Céng ty An ninh mang Viettel (Viettel Giai phap cap nhat Tri thirc an ninh
Cyber Security — VCS) tryc thuoc Tap doan mang (Viettel Threat Intelligence) la
Viette Tap Doan Cong Nghiép - Vién Thong dich vu cung cap thong tin va tri thic vé
Quan Daoi (Viettel), thuc hién nghién ctu va cac méi de doa an ninh mang nham ho
phat trién cac gidi phdp bdo mat an ninh, an tro' cac t6 chirc va doanh nghiép trong
toan thong tin, cung cap céc dich vu va san viéc chl dong phat trién cac chién luoc
phdm an ninh mang nhdm b&o vé cac cé phong ngura va xt ly kip thoi cac méi
nhan va doanh nghiép trudc cac méi de doa nguy trudc khi tré thanh muc tiéu cla
an ninh mang. toi pham mang.
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Trong bao cao Tinh hinh nguy comat ATTT tai Viét Nam 6 thang dau nam 2024,
chuing t6i tap trung phan tich, chia sé vé tinh hinh nguy co mat an toan théng tin
tai Viét Nam trong 6 thang dau nam 2024, bao gém cac mang:

Cac dong ma doc hoat ddong manh, dién hinh trong 6 thang dau nam 2024.

Lura dao, gian lan tai chinh.

Cac nhom tan cong co6 chd dich nhdm vao cac t6 chire, doanh nghiép lon
tai Viét Nam.

Nhan dinh vé cac |6 hang bdo mat xuat hién trong 6 thang dau ndm 2024.

Lo lot, ro ri di liéu ctia ca nhan, doanh nghiép.

POOOOO

Tan cong tlr choi dich vu.

Tuyén bé mién trir trach nhiém: Bdo cdo nay hodan toan phuc vu muc dich duy nhét la
chia sé théng tin ky thudt cho céng déng an toan théng tin va cdc té chie doanh nghiép
nhdm ndng cao nhdn thirc vé An toan théng tin cling nhw cé cdc phuong dn dém béo
dé phong cho cdc vdn dé vé rdi ro an toan théng tin mang. Moi cdo buéc khdc néi dung
cua bdo cdo nay déu khéng ding véi muc dich xudt bén cla chung téi. Bdo cdo cd st
dung mét sé théng tin thu thdp duorc trong qud trinh cung cdp dich vu cho khdch hang
cta Viettel Cyber Security.

- Viettel Threat Intelligence -
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TONG QUAN
XU HUONG, NHAN PINH

Trong 6 thang dau nam 2024, Viettel Threat Intelligence da ghi nhan nhiéu nguy
co mat ATTT mdi xuat hién c6 anh hudng téi cac t6 chirc, doanh nghiép tai Viét
Nam. Mét s6 nguy co’ néi bat nhu sau:

Lo lot, ro ri div Lliéu

Théng tin ca nhan bi Dir liéu nhay cam bi L6 lot, rao ban
danh cép 13 Triéu ban ghi
50% ,

12.3 GB ma ngudn

so voi cung ky 2023

16 GB dir liéu
Lira dao, gian lan tai chinh
2364 496
Tén miéq lira ddo Trang gia mao
1.2 lan 4 lan
50 v@i cung ky 2023 so voi cung ky 2023

17,648 L6 hong méi xuat hién

- 51% la 16 héng murc Cao va Nghiém Trong (theo diém CVSS)

@ - Tang 42% so vai cung ky 2023

- T116 héng c6 nguy co dnh hudng téi cac t6 chirc, doanh nghiép tai Viét Nam

Chién dich tan céng

3 TERABYTE
Dir liéu bi ma hoéa

Thiét hai: ~ 10 Triéu USD

- DLL-Sideloading 56 t6 chirc budc dau bi tan cong Ransomware

- CVE
495,000

Cuéc tan cong DDoS

07 nhom APT

hoat dong manh

Ki thuat phé bién:

e Tang 16% so v&i cung ky 2023
o Cackiéu tan cong phd bién: Hit-and-Run, DNS, Carpet Bomb
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< "
KHUYEN NGHI

cho doanh nghiép

D& dam bdo cac hoat déng san xuat kinh
doanh clia doanh nghiép, t6 chic duoc
dién ra lién tuc, gidm thiéu rdi ro cla céac

nguy co ATTT, Viettel Threat Intelligence ve o T
c6 mot sé khuyén nghi sau:

1. Rasoat quy trinh, hé théng quan ly di liéu khach hang, dir liéu ndi b voi
cac vu viéc L6 lot, mua ban dir liéu.

2. Canh bdo sém cho khach hang ca nhan vé cac tai khodn s dung dich vu
clia doanh nghiép bi L6 lot, cac chién dich lira ddo nguoi dung.

3. Chu dong ra soat dau hiéu nhan biét xam nhéap trén hé théng, phat hién
va phan tng sém vai cac nhém tan cong co chu dich.

4. Rasoéat, nang cdp phién ban cac phan mém, tng dung cé chira cac 16 hong
bao mat nghiém trong.

5. St dung cac dich vu chéng tan cong DDoS dé ddm bao tinh sén sang va
an toan cho ha tang CNTT cla t6 chuec.

6. Lién tuc bé sung, cap nhat cdac tri thirc cho céc giadi phap bao vé tir cac
ngudn m& hodc cac ngudn thuong mai dé dam bao an toan thong tin.
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Ngoai ra, dé phong tranh nguy co tan céng Ransomware dang dién bién phuc
tap hién nay, Viettel Threat Intelligence c6 mot sé khuyén nghi sau:

1. Ra soat dir liéu can backup nhu: Ma
ngudn, hé théng khach hang, dir liéu
san phdm/dich vu anh hudng dén hoat
dong kinh doanh clia t6 chure.

2. Tach biét vung mang gitra cac hé
thdng cong nghé thoéng tin (nghiép vy,

...) va hé théng quan tri ha tang.

3. Rasoat, danh gia An toan théng tin

toan dién cho ha tang cong nghé théng

tin cda t6 chuec.
Dinh ky thuc hién san tim nguy co xam nhéap chd déng cho cac hé théng.
Trién khai céc hoat dong giam sat & phan tng ATTT lién tuc 24/7 dé phat
hién va phan (mng som véi cac cudc tan cong vao hé thong trudce khi xay ra
cac thiét hai nang né.

6. Trién khai chuong trinh Threat Intelligence dé nhan biét va phan tng sém
v&i cac chién dich tan cong xam nhap, tan cong ma hoa dir liéu dang xay ra
trén moi trudng mang.

Trién khai céc giai phap quan tri an toan (PAM/PIM).
Trién khai hé thong ki€ém soat truy cap (zero trust access) dé kiém soat,
han ché duogc nguoi dung truy cap tai nguyén.

9. Trién khai cac giadi phap quan ly bé mat tan cdng bén ngoai (External
Attack Surface Management).

viettel

8 security



Q1 -0Q2/2024
THONG KE &

PHAN TICH CHI
TIET




Viettel Threat Intelligence | Tinh hinh nguy co mat ATTT tai Viét Nam

CAC DONG MA BOC

Ma déc ma héa tong tién
(Ransomware)

Dwa trén tinh hinh 6 thang dau nam, c¢ thé thay loai hinh t4n cong mang chd yéu dién ra
tai Viét Nam gan day da phan la tan cong ma hoa doi tién chudc, gay ra nhiéu thiét hai cho
cac doanh nghiép ca vé danh tiéng va kinh té.

Cdc di ligu trong muc M@ déc mé héa téng tién (Ransomware) duoc ghi nhdn trong quad
trinh gidm sdt, xtr ly sw c6, qudn ly an toan théng tin hé tror cho doanh nghiép, t6 chuc trén
khdp cé nudc cta Céng ty An ninh mang Viettel (VCS).

Dudi day La biéu d6 phan bé linh vuc cla 56 t6 chire bwée dau bi tan céng Ransomware
nhung chua bi ma héa dir liéu duoc Viettel Threat Intelligence ghi nhan trong 6 thang dau
nam 2024. Viéc phong nglra va ngan chan kip thoi trudc nhiing nguy co tan cong
Ransomware déng vai trd quan trong trong viéc bdo vé an toan théng tin cho t6 chic, han
ché nhirng ton that nghiém trong tdi tai san sé va ha tdng mang.

viettel
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S6 lwong céc td chire budc dau bi tan cong Ransomware
tai Viét Nam trong 6 thang dau nam 2024 theo linh vuc
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Dichvu Gidoduc Thuc Logistics Nang Banlé Sanxudt Céng Dichvu Taichinh Khac
pham lwong nghé céng

a

Hinh 1. S6 lvong cdc t6 chie bude déu bi tdn céng Ransomware nhung chua bi méa héa
de liéu tai Viét Nam trong 6 thdng dau ndm 2024 theo linh vuc

Trong nlra dau ndm 2024, s6 lwong dir liéu bi tan cong ma héa lén dén 3 Terabyte vaéi téng
thiét hai udc tinh hon 10 triéu USD. Dién hinh c6 thé ké dén vu tan cong clia nhdm Lockbit
vao mét cong ty tai chinh vao héi thang 3 nam nay da gay ra gian doan dich vu trong thoi
gian dai. Ngoai ra con nhiéu chién dich tan cong khac nham vao cac muc tiéu trai dai trén
nhiéu linh vic nhu ban (&, tai chinh va cong nghé théng tin.

Bang 1. Cac vu tan cong Ransomware ndi bat trong nira dau nam 2024 dwoc ghi nhan
bé&i Viettel Threat Intelligence

Nhém tan céng S6 dir liéu bi ma héa
1 Ban & Qilin 2.127TB
2 Logistics Phobos/8base N/A
3 Dich vu RansomHub 1TB
4 Tai chinh Lockbit 3.0 N/A
5 Cong nghé Knight 50 GB
6 Thuc pham Lockbit 3.0 N/A

Lockbit la nhom ma déc co6 s6 lugng nan nhan hang dau trén toan thé gidi trong vong 2

viettel
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nam trd lai day. Ké tir thang 9 nam 2023, méa doc Lockbit va Affiliate yéu cau muc tién
chudc téi thiéu la 3% doanh thu céng ty hang nam va chi duoc gidm xudng thdp nhét La
muc 1.5%.

Bén canh mo hinh Raas$, Lockbit st dung mo hinh téng tién kép, méa hoa tong tién va dong
thoi doa sé cong khai cac dir liéu da danh cép, néu nan nhan khong tra tién trong khoang
thoi gian yéu cau thi dir liéu sé bi day lén trang web cong khai cia nhém ma doc.

Bang 2. Cac nhém Ransomware hoat déng manh trong 6 thang dau nam
2024 duorc Viettel Threat Intelligence ghi nhan

Po6i twong anh

STT Tén nhém X
hwong

Hoat dong theo mo hinh Ransomware-as-a-
Service (RaaS) - mét hinh thic cung cap méa Chu yéu nham

1 Lockbit déc ma hoa tong tién cho cac bén thi ba. vao cac doanh
Theo thong tin ghi nhan, nhém da phat  nghiép va té churc.
hanh phién ban méi nhat Lockbit 3.0.

Hoat dong dudi hinh thirc Ransoware-as-a-

Service (RaaS). Ma doc duoc phat hién lan Chl yéu nham
2 Phobos dau vao nam 2019 va t&i nay da xuat hién vao cac doanh

nhiéu bién thé pho bién bao gém: 8Base,  nghiép va té chrc.

Eking, Elbie, Devos, Faust, ...

Hoat dong dudi hinh thirc Ransoware-as-a-
Service (RaaS). Trudc ddy nhém duoc biét
dén vai tén goi Cyclops. Nhédm nay da bat
dau hoat dong tlr thang 5 nam 2023, tan

3 Knight . Dién rong.
9 cong vao cac hé diéu hanh Windows, Linux wrrena
va MacOS bang cach méa haéa tap tin st dung
cac thuat toan Curve25519, HC-256 va
ChaCha20.
viettel
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Do6i twong anh

STT Tén nhom A
hwéng

Qilin ransomware duoc phat hién lan dau
tién vao thang 1 nam 2023 c6 muc tiéu la

cac hé thong Windows véi phuong thirc méa Cha yéu nham
4 Qilin hoa di liéu cla nan nhan va yéu cau tién vao cac té chtc,
chudc dé giadi ma. Qilin str dung moét phuong doanh nghiép.

thirc méa hoéa phirc tap, lam cho viéc gidi ma
ma khéng can khoa gan nhu la khéng thé.

Théng tin phan tich chi tiét vé cdc nguy co tdn céng Ransomware duorc chia sé déc quyén
trong cdc bdo cdo chuyén sau cua Viettel Threat Intelligence.

Cac vu tan céng Ransomware c6 dau hiéu tang manh vé sé luong va mirc do anh hudng khi
cac cong ty, t6 chic Lon trd thanh muc tiéu bi nham dén nhiéu nhat. Tin tac thuong tan
dung nhiéu phuong thirc dé€ phat tan Ransomware bao gém email lira ddo, tao ra cac trang
web gid mao va sir dung cac L6 hong bao méat dé xam nhap vao hé théng muc tiéu. Muc tiéu
chinh cGia Ransomware la cac may chd dé bi tan céng, noi c6 nhiéu dir liéu quan trong va
co hoi lon dé doi tién chuoc.

Viettel Threat Intelligence ghi nhan nhiéu nguy co tan céng Ransomware ma hoa dir liéu
va ha tang 4o hoa clia céc t6 chirc, doanh nghiép tai Viét Nam. Ké tén cong leo thang, nam
sau trong hé théng va thuc hién ma héa bang cac phuong thie nhu:

- Loidung céc L6 héng clia céc img dung coéng khai trong t6 chire nhu: Email, Website, ...
- Tai khoadn dang nhap cac hé théng quan trong cla t6 chic bi danh cap.
- Cdc chinh sach phan viuing, sao luvu d¥ liéu khong dam bao, ...

viettel
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Ma déc danh cap théng
tin (Stealer)

Trong quy 1 va quy 2 vira qua, da co nhiéu canh bao vé céc loai ma déc Stealer (danh cép
thong tin) khac nhau nhdm muc tiéu vao khu vuc Bong Nam A va Viét Nam. Cac ma daéc
Stealer phé bién duoc canh bdo bao gom RisePro Stealer, Ducktail Stealer, Agniane Stealer,
VietCredCare Stealer, Atomic Stealer, va Lumma Stealer. Ngoai ra, cling cé canh bdo vé ma
doc Stealer mai phat tan qua cac dich vu nhan tin va gai PyPl.

Cdc dcr liéu trong muc Mé ddc danh cdap théng tin (Stealer) duoc ghi nhén trong qud trinh
gidm sdt, xtr ly sw c6, quén ly an toan théng tin hé tro cho doanh nghiép, té chuc trén khdp
cd nudrc cta Céng ty An ninh mang Viettel (VCS).

Bang 3. Danh sach cac ma doc Stealer dwoc Viettel Threat Intelligence phat hién va
danh gia c6 anh hwdng Lém trong 6 thang dau nam 2024

STT Tén ma doc M6 ta

Atomic Stealer (con goi la Atomic macOS Stealer), la méa doc
_ nham vao hé diéu hanh Mac OS c6 chirc nang danh cép thong
1 Atomic Stealer L S m men e o , .

tin xac thuec vi tién dién tr va cac mat khau khac. Atomic duoc

ban réng rai trén Telegram theo dang dich vu.

Lumma Stealer (con goi la LummaC2 Stealer) la méa déc duoc
viét bang ngon ngtr C da duoc phat trién thanh ma doc dich
2 Lumma Stealer . N e 1s

vu (Malware as a Service) trén cac dién dan ké tir it nhat la

thang 8 nam 2022.

Ducktail chli yéu str dung mang xa hoi LinkedIn hodc gti email
chira duong dan tai ma doc tir cac nén tang luu trir truc tuyén.
3 Ducktail Stealer Muc tiéu chinh cla Ducktail Stealer la tai khodn facebook
business nhung cac di liéu vé tai khodn clia cdc mang xa hoi
khac cting duoc tan dung dé rao ban dich vu chay quang cao.

viettel
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Cdc s6 liéu trong muc Lira ddo, gian lén tai chinh duoc téng hop tir dir liéu déc
quyén cua Viettel Threat Intelligence tir nha mang ISP Viettel.

SO lwong tén mién lira dao, gia mao

Theo théng ké ctia Viettel Threat Intelligence, trong 6 thang dau nam 2024 da ghi
nhan 2,364 tén mién lira ddo nhdm vao nguoi dung, khach hang clia cac té chic
Lon tai Viet Nam. SO luong tén mién Lira ddo tang 1,2 [&n so vai cuing ky nam 2023.
Sy gia tang vé s6 lwgng qua hang nam cho thay day van dang la xu huéng chinh
cla cac nhém tdi pham cong nghé cao tai Viét Nam.

Ngoai ra, Viettel Threat Intelligence cling da phat hién va canh bao 496 trang gia
mao, st dung trai phép thuong hiéu clia cac to chic lon tai Vit Nam, tang gap 4
lan so v&i cung ky nam 2023.

Biéu dé thong ké sb lwong tén mién lira dao, gia
mao trong 6 thang dau nam 2023 va 2024

2,364

1,959

496

125

2023 2024

HLiraddo ' Gid mao

Hinh 2. Biéu dé théng ké sé6 luong tén mién lira ddo, gid mao trong 6 thdng dau
ndm 2023 va 6 thdng dau ndm 2024

Vé mat hinh thtrc, trong nlra dau nam 2024, Viettel Threat Intelligence khong ghi
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nhan cac hinh thic lira ddo méi xuat hién. Thay vao dé la viéc cdc nhom téi pham
ap dung coéong nghé Al (s&¢ dung Al tao kich ban lra ddo, s dung
DeepFake/DeepVoice, ...) trong cac chién dich lira ddo. M6t s6 hinh thirc lira ddo
phé bién duoc cac nhom toi pham mang st dung trong céc chién dich tan cong bao
gébm:

e Lura dao, gid mao céc dich vu lién quan dén thé tin dung.

e Lura ddo, gid mao co quan chirc nang dé cai dat tng dung Android déc hai trén
cac thiét bi di dong.

e Lura dao ho tro thu hoi vén, thu héi tién bi treo.

Tan cong lira dao, gia mao theo nganh

Vé phan b6 theo nhém nganh, nganh tai chinh - ngan hang van la nhom ding dau
vé cac cudc tén cong lira ddo, gid mao, chiém téi 71% téng s6 cac cudc tén cong.

Ti lé tan cong lira ddo, gia mao theo nganh

= Tai chinh ngan hang Co quan chirc néng Ban lé, TMDT Linh vuwc khac

Hinh 3. Phdan bo ti lé tan cong ltra ddo, gid mao theo nganh
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Bang 4. Mét sé6 chién dich tan cong lira ddo, gia mao tiéu biéu dwoc Viettel
Threat Intelligence ghi nhan trong 6 thang dau nam 2024

Chién dich Anhhwéng  Thei gian

oo Gid mao dich vu vi dién tl: Yéu cau nan
Lira ddo, gia mao ) o e ain iy o
nhan truy cap cac trang “vidién t” ctia Nguoi dung

co lién quan toi o s . s T Thang 4 -
. ngan hang dé kiém tra cac khoan tién cula tat ca cac ,
thuwong hiéu cta ; . ] . . . o . Thang
L e . giaodich. Hudng dan nhap thong tinva ngan hang tai
cac t6 chirc ngan ~ . L o 6/2024
. o ma OTP dé chiém doat tai sdn ctia nan Viét Nam
hang tai Viét Nam R
nhan.
Nguoi dung cac
Mao danh nhan vién clia ngan hang, A,g ) “g
Can . e ax o . o tochuctai .
Lira ddo thong cong ty tai chinh dé goi dién, moi chao hinh - Thang 1 -
: , , chinh vay tiéu
qua hinh thixcvay vay tién truc tuyén. Chiém doat cac 4 ,y . Thang
. . ‘ s e . dung, cdc ngan
tién truc tuyén khodn tién “phi” (phi bdo hiém, phi hs gt _V,i 6/2024
, . , ang tai Vié
khéc phuc i, phi thay d6i thong tin, ..). 9 @ 115
Nam
o Loi dung nhu cau st dung thé tin dung
Lira dao lién quan 2 cang £ c déit Ltra d3
. . .. hgay cang tang, cac doi tuong lira ddo, o
dén dich vu the tin g ycang . g-A o g ) Nguoi dung .
N gid mao nhan vién m&i chao cacdichvy 7 7, Thang 1 -
dung ctia cac to R i . . .. cuatatcacac ,
e nang han murc, sang ngang thé, mé thé o . Thang
chtre tai chinh, . . o . ngan hang tai
R ... tindung, ... nham thyc hién cachanhvi _~ 6/2024
nganhangtaiviet 7 . » .. Viét Nam
N ltra ddo, gian lan nham chiém doat tai
am 2 2 A~
san clia nan nhan.
Y Ké tan cong mao danh can b co quan
Gia mao co’ quan L o e R
L L chirc ndng tai Viét Nam dé hudng dan )
chirc nang dé lira o o T o . Thang1-
o . nguoi dung cai dat ing dung doc haitrén  Ngudi dung tai .
nguoi dung cai " ) o L z Thang
o dién thoai. Sau do chiém quyén diéu Viét Nam
dat ing dung o gen . A s 6/2024
oo . khién dién thoai clia nan nhan, va thuc
Android déc hai L . L,
hién cac hanh vi chiém doat tai san.
viettel
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P 4 _
TINH HINH LO HONG BAO MAT

Trong nlra dau nam 2024, s6 luong 16 héng ghi nhan trén thé gidi da tang 42% so vdi cling
ky nam 2023.

Cdc d liéu trong muc Tinh hinh 16 héng bdo mét duoc ghi nhan trong qud trinh gidm sdt,
xt ly sw c6, qudn ly an toan théng tin hé tror cho doanh nghiép, t6 chic trén khdp cé nudc
cua Céng ty An ninh mang Viettel (VCS).

$6 lwong L6 héng phat hién trong 6 thang dau nam 2023 va
2024

20,000
18,000
16,000
14,000
12,000
10,000
8,000
6,000
4,000
2,000

17,648

12,410

Nam 2023 Nam 2024

Hinh 4. S6 luong 16 héng phdt hién trong 6 thang dau ndm 2023 va 6 thdng dau
ndm 2024

viettel
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Trong do, téng s6 luong L6 héng muc Cao va Nghiém Trong (theo diém CVSS) chiém ti L&
51% trén téng s6 16 hong duoc cong bé trén khong gian mang.

Ti L& L6 héng theo mirc d6 6 thang dau ndm 2024
1%

Thap = Trung Binh Cao = Nghiém Trong

Hinh 5. Ti [ 16 héng theo muc do trong 6 thdng dGu ndm 2024

71 canh bao

lién quan dén 16 hong bao mat

Qua qué trinh danh gia va phan tich cac 16 héng, Viettel Threat Intelligence ghi nhan cé 71
L6 héng trong 6 thang dau nam 2024 c6 nguy co anh hudng lon téi cac to chie, doanh nghiép

tai Viét Nam, cu thé nhu sau:

Bang 5. Théng ké sé lwong L6 héng ghi nhan trong 6 thang dau nam 2024 theo murc dd

Murc dd S6 luong

Nghiém trong 2
Cao 23
Thap 1

*Nguon: Viettel Threat Intelligence
Dudi day la danh sach 10 16 héng néi bat trong 6 thang dau ndam 2024, Viettel Threat
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Intelligence danh gia la cé anh hwdng Lém téi cac té chie, doanh nghiép tai Viét Nam:

Bang 6. Cac L6 héng néi bat trong 6 thang dau nam 2024 dwoc danh gia la cé anh huéng
Lém téi céc td chirc, doanh nghiép tai Viét Nam

Tén 16 héng

CVE-2024-
21887 &
CVE-2023-
46805

CVE-2024-
3400

CVE-2024-
21413

20

Thoéng tin chung

Nguy co khai thac cac 16 héng CVE-
2024-21887 (16 héng Command
Injection) va CVE-2023-46805 (16
héng vuot qua xac thuc) trén lvanti
Connect Secure, gidi phap VPN duoc
str dung phé bién. Khai thac 16 héng
SSRF két hop véi CVE-2024-21887, tin
téc khong can xac thuc co thé thuyc thi
ma tlr xa trén hé thong muc tiéu.

Nguy co khai théac |6 hong CVE-2024-
3400 trén san phadm PaloAlto
Networks PAN-OS. Tin tac khong can
xac thuc dé khai thac 16 héng, tir do
thuc thi ma tlr xa trén hé thong muc
tiéu. L6 hong da duoc st dung trong
cac chién dich tan cong trong thuc té.

Nguy co khai thac 16 héng CVE-2024-
21413 trén Microsoft Outlook. Khai
thac 16 héng thanh cong, tin tdc cé
thé thuc thi méa tir xa trén may nan
nhan. Khai thac yéu cau tuong tac ti
nguoi dung.

Mtrc d6 danh
gia ctia VCS-TI

Nghiém Trong

Nghiém Trong

Cao

Loai L6 héng

RCE

RCE

RCE

viettel

security



Viettel Threat Intelligence | Tinh hinh nguy co mat ATTT tai Viét Nam

Mtrc do danh

ox Loai 6 héng
gia cua VCS-TI

Tén L6 héng Théng tin chung

Nguy co khai théac |6 hong CVE-2024-

21762 trén Fortinet FortiOS va

FortiProxy SSL-VPN. Khai thac 16 héng

ghi ngoai gi¢i han (Out-of-bounds

write), tin tac khong can xac thuc co Cao RCE
thé thuc thi méa tir xa trén hé théng

muc tiéu. Viettel Threat Intelligence

ghi nhan 16 héng nay da duoc khai

thac trén thuc té.

CVE-2024-
21762

Nguy co khai thac 16 héng CVE-2023-
22527 trén san phdm Confluence Data
CVE-2023-  Center and Server. Khai thac 16 héng
22527 thanh cong, tin tac cé thé thuc thi ma
tlr xa trén hé thong ma khong can xac

thuc.

Cao RCE

Nguy co khai théac 6 hong CVE-2023-
50164 trén Apache Struts 2, moét
CVE-2023-  framwork ma nguén mé cho viéc phat
50164 trién cac ing dung web. Khai thac 16 Cao RCE
héng thanh cong, tin tac co thé tai tép
trén hé théng dan t¢i viéc thuc thi ma
tl xa.

Nguy co khai théac |6 hong CVE-2024-
24919 trén CheckPoint Quantum
CVE-2024-  Security Gateway. Khai thac 16 héng

. ) . Cao Path Traversal
24919 Path Traversal thanh cbéng, tin tac
khéng can xdac thuc cé thé truy cap céc
tép trén hé thong.
viettel

2 1 security



Viettel Threat Intelligence | Tinh hinh nguy co mat ATTT tai Viét Nam

Mtrc do danh

ox Loai 6 héng
gia cua VCS-TI

Tén L6 héng Théng tin chung

Nguy co khai théac |6 hong CVE-2024-
29849 trén Veeam Backup Enterprise
CVE-2024- Manager. Khai thac L& héng thanh Cao Authentication
29849 cobng, tin tac chua xac thuc cé thé Bypass
vuot qua xac thuc va dang nhap vao

hé théng véi quyén quan tri vién.

Nguy co khai théac |6 hong CVE-2024-
4040 trén CrushFTP, phan mém quan
ly viéc truyén va nhan tép tin gilra cac

CVE-2024- X
4040 may tinh. Khai thac L6 hong thanh Cao SSTI
cong, tin tac co thé doc tép tuy y, vuot
qua xac thuc hodac thuc thi ma tw xa
trén hé thong.
Nguy co khai thac 16 héng CVE-2024-
27130 trén QNAP QTS va QuTS hero,
CVE-2024- hé diéu hanh cu:i\ cévc thiét bi QNAP
27130 NAS. Khai thac |6 hong Stack Buffer Cao RCE

Overflow cho phép tin tdc khéng can
xac thuc cé thé thuc thi ma tir xa trén
hé thong muc tiéu.

*Nguon: Viettel Threat Intelligence
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Céc Lo hong bi khai thac
trong cac chién dich tan céng thuc té

Ngoai céc 16 héng maéi duoc cong bé trong 6 thang dau nam, cac nhom tan cong van tich cuc
str dung cac L6 héng da phat hién tur thoi gian trude dé tién hanh ra quét, khai thac. Dudi day
la danh sach cac L6 héng duoc str dung nhiéu trong cac chién dich tan cong thuc té ma Viettel
Threat Intelligence ghi nhan trong 6 thang dau nam 2024:

Bang 7. Cac L6 héng dworc sir dung nhiéu trong nhitng chién dich tan céng thuc té

Tén 16 héng Théng tin chung Mt dé theo danh gia

L6 hong thyc thi ma tir xa trén Fortinet FortiNAC, giai
CVE-2022- phap NAC cua Fortinet. Khai thac CVE-2022-39952 .
o e s LA , Nghiém Trong
39952 thanh céng cho phép tin tac khéng can xac thuc co

thé thuc thi ma tir xa trén hé théng muc tiéu.
L6 héng thyc thi ma tir xa trén Atlassian Confluence,

cong cu duoc st dung dé luu trir tai liéu trong nhiéu
t6 churc. L6 héng da co thong tin chi tiét va ban va tur

CVE-2022- , ) e .
26134 phia hdng, ma khai thac ctia CVE-2022-26134 ciing da Nghiém Trong
duoc cong bo trén khong gian mang. Tin téc co thé
khai théac 16 héng dé thuc thi ma tir xa trén hé théng
ma khong can xac thuc.
Log4Shell - L6 hdng thyc thi méa tir xa trén Apache
Logd4j - mét thu vién, framework phdé bién trén nén
e tang .{ava. Khai thac 6 héng CVE-2021-44228, ti? tac
44228 c6 thé thuc thi ma tir xa va chiém quyén diéu khién hé Nghiém Trong

thong. Bay la mot trong nhimg 16 héng nghiém trong
va duoc cac nhém téan cong st dung phé bién nhat
trong thuc té.

viettel
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Tén 16 héng Théng tin chung Mtic dé theo danh gia

L6 héng Pre-auth Path Confusion dan t&i bd qua

kiém sodt truy cap trén Microsoft Exchange Server.

Pay la mot 16 héng ndm trong chudi 16 héng cé tén

CVE-2021- ProxyShell, ProxyShell la két hop cla 3 16 héng CVE-
34473 2021-34473, CVE-2021-34523, CVE-2021-31207.
Tin tac khong can xac thuc cé thé thuc thi ma tuy y

Cao

thong qua cong 443 va chiém quyén diéu khién hoan
toan hé thong.

L& héng thuc thi méa tir xa trén Telerik Ul danh cho

ASP.NET AJAX. L6 héng xay ra do xay ra do Telerik Ul

CVE-2019- x& ly khéng an toan khi deserialize cac déi tuong co
18935 dinh dang JSON qua thanh phan RadAsyncUpload.
Khai thac 16 héng tin tic khéng can xac thuc co thé

Cao

thuc thi ma tir xa trén hé théng muc tiéu.

*Nguon: Viettel Threat Intelligence
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Ti lé lo hong
duwoc str dung trong cac chién dich tan cong thuc té

Théng ké ti lé cac 16 héng dwoc sir dung dé ra quét, khai
thac trong thuec té tai Viét Nam 6 thang dau nam 2024

1% 17%

o 2%
o &
= a
14%

= CVE-2022-39952 = CVE-2022-26134 = CVE-2021-44228 = CVE-2021-34473
= CVE-2019-18935 = CVE-2019-3396 = CVE-2022-44877 = CVE-2021-45232
= CVE-2021-40539 = CVE-2023-28432 = Céc L6 héng khac

Hinh 6. Ti [¢ cdc 6 hong duoc ra quét, khai thdc nhiéu trong 6 thdng dau ndm 2024

Nhin vao biéu do trén cé thé thay cac |6 héng duoc cac nhom tén cong sir dung trong thuc té dé

ra quét va khai thac trén cac hé thong clia cac té chire trong 6 thang dau nam 2024 la: CVE-2022-
39952 (16 héng thyc thi ma tir xa trén FortiNAC), CVE-2021-44228 (L6 héng thyc thi ma tir xa
trén Apache Log4j), CVE-2022-26134 (L6 hong thuc thi ma tir xa trén Atlassian Confluence),
CVE-2021-34473 (16 héng thyuc thi ma tir xa trén Microsoft Exchange Server), CVE-2019-

18935 (16 héng thuc thi ma tir xa trén Telerik UI),...

Pay déu la cac 16 hong trén cac san pham phé bién duoc sir dung trong méi truong doanh

nghiép va la cac L6 hdng cho phép ké tan cong co thé thuc thi ma tir xa sau khi khai thac ma

khong can xac thuec, kich ban khai thac don gidn. Cac nhém tén cong loi dung cac L6 héng nay

nham muc dich [am ban dap ban dau dé truy cap hé théng tir do thuc thi cac hanh vi doc hai

tiép theo.

viettel
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Ti lé L6 héng bi khai thac

theo linh vuc trong 6 thang dau nam 2024

Dudi day la thong ke ti L& khai thac cac 16 hong bdo méat cho céc linh vuc:

Théng ké ti lé cac 16 hong dwoc sir dung dé ra quét, khai
thac trong thuec té tai Viét Nam theo linh virc Ngan hang,
Tai chinh 6 thang dau nam 2024

1%
2%
4%

S
>

= CVE-2019-18935 = CVE-2021-34473 = CVE-2022-26134 = CVE-2021-44790 = CVE-2021-44228
= CVE-2021-41773 = CVE-2022-22965 = CVE-2023-22515 = CVE-2021-45232 = Céc L6 héng khac

Hinh 7. Cdc 6 héng duorc ra quét, khai thdc nhiéu trong linh vue Ngén hang, Tai chinh 6 thdng

déu ném 2024

\"Al=d Q& =g
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Théng ké ti lé cac 16 hong dwoc sir dung dé ra quét, khai
thac trong thuec té tai Viét Nam theo linh virc Nang liong
trong 6 thang dau nam 2024

2%

= CVE-2023-50164 = CVE-2015-1635 = CVE-2021-1675 = CVE-2018-6789 = CVE-2023-29357
= CVE-2021-44228 = CVE-2022-1388 = CVE-2023-35078 = Cac L& héng khac

Hinh 8. Cdc [6 héng duwoc ra quét, khai thdc nhiéu trong linh vic Nang luong trong 6 thdng
dau ndm 2024

viettel
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’ ,
TAN CONG TU CHOI DICH VU

(DDOS)

\ Gan 495,000

cudc tan cong DDoS

Trong khodng thoi gian 6 thang dau nam 2024, hé thong Viettel Anti-DDoS ctia VCS da ghi
nhan téng s cudc tan cong tir chéi dich vu phan tan (DDoS) lén téi gan 495 nghin cudc tan
codng, trong dé hon 50% s6 luong cudc tan cong tap trung vao thang 2.

D3c biét trong quy 1 da xuéat hién nhiéu cudc tan cong loi dung giao thirc DNS dé tan cong vao
céac khach hang ctia VCS thudc vé linh vuc Tai chinh, két hop vai ki€u tan cong phirc tap Hit-
and-Run nham gay gian doan cdac dich vu cta khach hang. Téi quy 2 nam 2024, hé thong
Viettel Anti-DDoS ghi nhan thém cac cuéc tan cong loi dung co ché cla giao thirc DNS dé tao
luong luu luong bang théng cao nham téi cac khach hang thudc khoi Gido duc. Cac cudce tan
cong dién ra vd&i tan suat day dac, ngay trong thoi diém tuyén sinh quan trong. Ngoai ra, trong
quy 1 da xuat hién cudc tan céng gan 300Gbps nhdm vao cac khach hang ctia VCS thudc vé
linh vuc Dich vu giai tri dién t&, bao gom cd nhan va doanh nghiép. Cac cong ty, tap doan
thuéc vé cdc linh vyc nhu cong nghé thong tin va co quan chire nang van la nhimg déi tuong
thuong xuyén bi nhdm tai.

viettel
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Tang 16%
so vo&i 6 thang dau nam 2023

Trong 2 quy dau ndm 2024, sé luong cudc tan cong ghi nhan la gan 495 nghin cudc tan
cdng, tidng 16% so vai téng s6 cudc tan cong trong 6 thang dau ndm 2023.

Nguyén nhan dan tai s6 luong tén cong tang cao hon so vai cung ky nam 2023 a do sy
thay d&i vé hinh thirc tan cdng. Néu nhu trudc day, cac cudc tan cong DDoS La cac cube
tan coéng véi cuwong do rat Llon, 1én téi hang tram Gbps, tan cong véi tan suat khéng qua
nhiéu thi gi¢r day cudc choi vé DDoS da thay déi. Thay vi thuc hién s6 luong it cac cudc tan
cdng v&i muc cuong dé cyc Llon vao mot IP ra quét duorc, thi tin tac da st dung hinh thirc
tan cong mang tén Carpet Bomb. Kiéu tan cong nay sinh ra rat nhiéu cac cudc tan céng voi
cuong do trung binh va nho téi toan bé cac IP nam trong moét dai IP cha khach hang tai
cung mot thoi diém. Muc dich cuta kiéu tan céng nay la dé bypass cac co ché bao vé tan
cong theo nguéng (threshold based), dong thoi van cé kha nang gay nghén dudng truyén
do téng dung luong céc cudc tan cong nho L& vao mébi IP co thé 1én téi hang chuc, hang
tram Gbps.

Cdc s6 liéu trong muc Tén céng tir chéi dich vu phén tan (DDoS) duoc téng hop terdir ligu
doéc quyén cua Viettel Threat Intelligence tir nha mang ISP Viettel.

S6 lwong cac cudc tan cong trong 6 thang cluing ky

500,000 494,623

450,000

426,501

400,000

350,000
Q1,2 nam 2023 Q1,2 nam 2024

Hinh 9. S6 lwong cdc cudc tdn cdng DDoS trong 6 thdng dau ndm 2023 va 6 thang dau
ndm 2024
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Nhin theo cung ky 6 thang ndam 2023 va 2024, do cac cudc tan cong dang Carpet Bomb va
Hit-and-Run dién ra ch( yéu xoay quanh thang 2, nén sé lugng tan cong trong thang 2 da
tang vot lén, trong khi cac thang con lai khéng cach nhau qua nhiéu. Tuy nhién cé thang 5
sO lwong tan cong da gidm di hon 50%.

S6 lwong cac cudc tan cong DDoS theo thang

300,000
257,324
250,000
200,000
150,000
100,000
53,841 52,989 52,648 48,335
50,000 I I I 29,486 l
Thang 1 Thang 2 Thang 3 Thang 4 Thang 5 Thang 6

Hinh 10. S6 luong cdc cudc tén céng DDoS theo thdng

Chi tiét hon, nhin theo s6 lwong tan cong theo thang, cé thé thay sé luong cudc tan cong
DDoS & thang 2 xdp xi 260,000, chiém hon 50% téng s6 cudc tan cong trong 6 thang dau
nam. Tuy nhién, trong cac thang cla quy 2, tuy so luong tan céng da suy gidm nhung sé
lwong cac cudc tan cong bang thong cao loi dung giao thirc DNS cling da xuat hién véi tan
suat lon.

viettel
30 security



Viettel Threat Intelligence | Tinh hinh nguy co mat ATTT tai Viét Nam

Cac phuwong thurc tan cong DDoS

Trong quy 1 va quy 2 nam 2024, cac cudc tan cong DDoS loi dung bd giao thirc internet
(TCP Stack) van gitr ti trong lén so véi cac kiéu tan cong khac nhu Loi dung céc giao thuc
dé khuéch dai bang thong khi chiém tai hon 70% t6ng s6 cudc tan cong. Nhing cudc tén
cong nay loi dung cac co nhu ACK, PUSH-ACK hay phé bién nhét la c& SYN trong bo giao
thic TCP dé thuc hién tan cong, tir d6 lam treo hodc sap cac thiét bi tuong Lira, thiét bi
phan tdi, ... diing trung gian gitra tin tac va muc tiéu.

Bén canh giao thic TCP, ki€u tan cong lam tran biang théng van ludn la vector tan cong
phé bién va dé thuc thi, cac cudc tan céng nhu UDP Flood sé tao ra luéng bang théng cuc
lén, gay tac nghén bang thong uplink clia cac doanh nghiép, tir dé gay anh hudng téi ha
tang va dich vu khach hang. Bang cach loi dung cac may chi trung gian nhu may chd DNS
hay may chd NTP, tin tic hoan toan cé thé tao nén cac cudc tan cong tran bing théng
v&i quy mo Llén téi hon 100Gbps.

Dac biét, hé thong Viettel Anti-DDoS ghi nhan sy tang vé cac cudc tan céng loi dung giao
thire DNS. Ngoai su xuat hién von cé clia cac tan cong kiéu DNS Flood va DNS Amplification,
quy 1 da xuat hién thém kiéu tan cong DNS Recursive Attack gay anh hudng téi dich vu DNS
cla khach hang, gidn tiép gay cao tai cac thanh phan mang trung gian nhu tuong Lira hay
tham chi chinh may chd DNS. Do loi dung cdc mdy chii DNS public internet lam ban dap nén
cac ngudn clia cac truy van DNS déu la tir cac IP that, gay ra thach thirc Llén trong qua trinh
bdo vé khach hang khdi tan cong dang nay.
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S6 lwong cac cudc tan cong DDoS trong 6 thang dau
nam 2024 theo loai

Ack FLooD [ 151,450

syN_FLooD [ 103,714
PUSH ACK FLooD [ 10,254

uop FLooD [ 18,048
IPFragmentation - 17,239
SYN ACK FLooD [l 8,424

DNs | 2,818

- 20,000 40,000 60,000 80,000 100,000 120,000 140,000 160,000

Hinh 11. S6 luong cdc cudc tén cong DDoS trong 6 thdng dGu ndm 2024 theo loqi

Mot s6 khuyén nghi phong chong tan cong DNS Recursive:

- Thyc hién diéu chinh lai timer cho cac query DNS dich vu NAT trén router dau noi ISP cla
khach hang xudng 10s hodc thap hon.
- Tién hanh hardening hé théng DNS dé tat hodc chan céc tinh nang khong can thiét, vi du:
e Chan query dén cac domain rac
e Rasoat va chdn céc query type néu khong can thiét (ANY, TXT, ...)
- S dung céac dich vu phong chéng tan cong DDoS tir cac ISP.
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Cudng do cac cudc tan cong
DDoS

C6 thé thay vai cac cudce tan cong voi cudong dé bang théng trén 1Gbps thi cac cudc tén
céng DDoS trong khodng tir 1 — 5Gbps van chiém s6 lwgng chd dao. Trong cudi quy 2, tuy
da co su sut gidm vé sé luong cac cudce tan cong véi cwong dé hon 1Gbps noi chung, nhung
vé cudbi quy, do day la thoi diém tuyén sinh dién ra nén cac cudc tan cong da cé dau hiéu

tang tr& lai.

Cuwong do cac cudc tan cong DDoS theo thang

12,000 11,140
9,921

10,000

8,000 7,465

6,390 6,160

6,000 5,375

4,000

2,000

573 718 649 22
378 3805, 402 3g1%7! 229 331°
Thang 1 Théang 2 Théang 3 Thang 4 Thang 5 Théang 6

H1-5G ®5-10G =>10G

Hinh 12. Cwdng do cdc cudc tdn céng DDoS theo thdng trong nira dau ndm 2024

Riéng vdi s6 luong cac cudc tan cong <1Gbps, trong 6 thang dau nam da ghi nhan so6 lugng
tan coéng tang gap 3 lan so vd&i cling ky ndm 2023. Biéu nay xay ra do sy tang cao vé cac
cudc tan cong méi nhu DNS Recursive hay Carpet Bomb da tan dung cdc cudc tan cong voi
cuong do cuc nhd, nham bypass cac hé thong bdo vé dya trén mic ngudng luu luong.
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SO lwong tan cong tang lén
v&i muc anh hudng ngay cang Lon

Cé thé thay s6 luong tan cong DDoS trong 6 thang dau ndm 2024 d& tang lén hon nhiéu so
vai ndm 2023, khong chi thé, chat luong cudc tan cong ngay cang tang va thiét hai ngay
cang lon. Loi dung bé giao thic TCP, cac cudc tdn cong DDoS nhu SYN Flood co thé dé
dang lam cao tai hay treo cac thiét bi quan trong nhu tuong Ltra, thiét bi phan tai tir d6 lam
anh hudng tai trdi nghiém ngudi dung.

Tiép do la su gia tdng cac kiéu tan cong loi dung giao thire DNS dé khai thac cac tai nguyén
mdy chd DNS public trén mang, ttr dé lam ban dap gay dnh hudng téi ha tang clia muc tiéu,
dac biét la may chd DNS.

Dic biét, d6i voi kiéu tan cdng DDoS lam tran bang théng, hién tai va trong tuong lai van
sé la kiéu tan cong phé bién va dé s&r dung nhat. V&i su xuat hién cla cong nghé loT, tan
cdng DDoS khuéch dai bang thong (DDoS Amplification) sé tré thanh cong cu méi cho cac
tin tac, khi luong bang théng sinh ra tir ki€u tan cong nay cé thé lén tdi vai tram Gbps, dé
dang gdy nghén duong truyén ctia doanh nghiép, dnh hudng truc tiép toi viéc van hanh
dich vu khach hang.

Tin tac thuong két hop cac kiéu tan cong trén vaéi cac hinh thire tdn cong khac nhau nhu
Carpet Bomb, tan cong cuong do thap téi toan bd dai IP clia muc tiéu, hay Hit-and-Run la
tan cong lam cao tai thiét bi ca muc tiéu trong 1 khodng thoi gian ngan réi dirng, sau dé
l3p lai lién tuc trong nhiéu ngay. Diéu nay hoan toan cé thé sinh ra luong bang théng cuc
lén, lam can kiét tai nguyén thiét bi mang, gay anh hudng nghiém trong téi ha tang song
song do la dich vu khach hang.

Khoi khach hang vé tai chinh, cac loai dich vy vé IT, co quan chic nang hay céc cong ty
cung cap dich vu gidi tri van la nhimg déi twong thuong xuyén bi nhdm téi bdi cac cudc tan
céng DDoS nay. Trong giai doan nay cac khach hang thuéc khéi Gido duc cling dang nam
trong tdm ngam tan cong.

viettel
34 security



Viettel Threat Intelligence | Tinh hinh nguy co mat ATTT tai Viét Nam

= e = s
2024-06-15 16:47:05 I UDP_ATTACK 6.52Gb 623.50Kpps
2024-06-15 16:27:31 I UDP_ATTACK 5.19Gb 491.50Kpps
2024-06-15 16:16:20 N UDP_ATTACK 5.12Gb 487.50Kpps
2024-06-15 16:09:17 NN UDP_ATTACK 6.47Gb 614.50Kpps
2024-06-15 15:50:01 I  UDP_ATTACK 20.97Ghb 1.99Mpps
2024-06-15 09:54:15 [N  UDP_ATTACK 30.47Gb 2.89Mpps
2024-06-14 13:07:1c N UDP_ATTACK 24.53Ghb 2.33Mpps
2024-06-14 12:03:27 I  UDP_ATTACK 12.13Gb 1.15Mpps
2024-06-14 10:53:47 I  UDP_ATTACK 14.57Ghb 1.38Mpps
2024-06-14 10:12:25 IR UDP_ATTACK 2.63Gb 253.50Kpps
2024-06-14 07:51:06 I  UDP_ATTACK 2.45Gb 238.50Kpps
2024-06-14 07:51:06 | UDP_ATTACK 3.73Gb 359.50Kpps
2024-06-14 07:37:22 N UDP_ATTACK 2.51Gb 239.00Kpps
2024-06-14 06:56:31 M UDP_ATTACK 3.49Gb 331.00Kpps
2024-06-14 06:49:45 IR UDP_ATTACK 3.08Gb 288.00Kpps
2024-06-14 06:46:02 I  UDP_ATTACK 2.32Gb 218.50Kpps
2024-06-14 06:29:27 I UDP_ATTACK 4.19Gb 403.00Kpps
2024-06-14 06:22:11 I UDP_ATTACK 3.06Gb 292.50Kpps
2024-06-14 06:05:42 NS UDP_ATTACK 3.96Gb 377.00Kpps
2024-06-14 05:41:03 NN UDP_ATTACK 2.52Gb 238.50Kpps
2024-06-14 05:20:51 W UDP_ATTACK 2.10Gb 202.00Kpps
2024-06-14 05:20:21 W UDP_ATTACK 3.19Gb 309.00Kpps
2024-06-14 05:13:35 B UDP_ATTACK 4.28Gb 415.50Kpps
2024-06-14 05:09:44 SN UDP_ATTACK 1.53Gb 143.00Kpps
2024-06-14 04:50:14 N UDP_ATTACK 2.86Gb 275.50Kpps
2024-06-14 04:46:29 N  UDP_ATTACK 2.66Gb 251.00Kpps
2024-06-14 04:42:45 N  UDP_ATTACK 4.07Gb 386.00Kpps
2024-06-14 04:39:31 I UDP_ATTACK 3.32Gb 316.50Kpps
2024-06-14 04:33:15 N UDP_ATTACK 3.31Gb 318.50Kpps
2024-06-14 04:29:31 N UDP_ATTACK 2.64Gb 253.00Kpps
2024-06-14 04:19:43 S UDP_ATTACK 4.00Gb 386.00Kpps
2024-06-14 04:16:11 I UDP_ATTACK 2.63Gb 254.50Kpps
2024-06-14 04:16:11 S UDP_ATTACK 4.70Gb 449.00Kpps
2024-06-14 04:12:57 | UDP_ATTACK 3.64Gb 346.00Kpps
2024-06-14 02:22:15 N UDP_ATTACK 2.91Gb 280.00Kpps
2024-06-14 02:18:30 I UDP_ATTACK 2.88Gb 276.50Kpps
2024-06-14 02:18:00 . UDP_ATTACK 3.06Gb 290.50Kpps
2024-06-14 01:58:00 NN  UDP_ATTACK 2.93Gb 278.00Kpps
2024-06-14 01:50:54 NN  UDP_ATTACK 2.74Gb 259.50Kpps
2024-06-14 01:40:25 I UDP_ATTACK 2.90Gb 280.50Kpps

Hinh 13. Hinh dnh thuc té m¢t sé cudc tdn céng DDoS dugrc ghi nhan trong nira ddu ndm 2024
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CAC NHOM TAN

CONG cO CHU bicH

trong 6 thang dau ndm 2024

Phuong phap tan cong chi yéu
cla cac nhom APT trong 6
thang dau nam 2024 la sk
dung tai liéu, pham mém gia
mao dé lira ngudi dung thuc
thi ma doc. Ki thuat pho bién
duoc cac nhom APT st dung la
DLL-Sideloading, loi dung tép
thuc thi sach tai dll doc hai
(loader) hoic théng qua céc 16
héng CVE.

Trong ntra dau nam 2024, cac nhdm tan cong cé chu dich da nang cap thém cac céng
cu, méa doc st dung trong cac chién dich tan cong. Mét trong cac ky thuat dwoc cdc nhom
tan cong st dung nhiéu nhat co thé ké dén nhu:

1. sw dung cac ngén nglr m&i la nhw Golang hay Rust: Cac hé thong phong chong ma
doc thuong phat hién ma doc dua trén dac diém (signature), st dung cac ngbn ngtr
Golang hay Rust sé& pha v& cac dac diém thuong thay clia ma doc giup ching kho
bi phat hién hon.

2. Dynamic API Resolution, Binary Padding, Embedded Payloads: Duoc st dung dé

lam roi, gay khoé khan trong qua trinh phan tich ma déc. Bong thoi day cting la mot
cach hiéu qua dé vuot qua cac gidi phap bado mat.

viettel
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3.  Reflective Code Loading: Ky thuat nay thuong dugc méa déc sir dung dong thoi cling
v&i ki thuat Embedded Payload nham t6i uu kha nang vuot qua cac hé thong bao mat.

4. Cloud Exploitation: Loi dung cdc dich vu dam may nhu AWS, Azure dé thuc hién céc
cudc tan cong.

5.  command and Control (C2) over Legitimate Services: St dung cac dich vy hop phap
nhu Dropbox, Google Drive, Twitter, Discord dé thiét lap kénh diéu khién va kiém soat
ma doc.

6. DLL-SideLoading: La ky thuat phé bién nhat duoc cac nhom tén cong s dung. Cac

nhom tan cong thuomg st dung ki thuét nay dé vuot qua Lop phong thi clia hé thong
do payload duorc thuc thi thong qua mot tién trinh hop phap.

Cdc dir liéu trong muc €dc nhém tdn céng c6 chi dich duoc ghi nhdn trong qud trinh gidm
sdt, xt ly sw ¢6, quan ly an todan théng tin hé tro cho doanh nghiép, té chuc trén khdp cd
nudc cta Céng ty An ninh mang Viettel (VCS).

Duwéi day la danh sach nhém APT dwoc Viettel Threat
Intelligence thu thap va danh gia c6é anh hwéng Lén dén doanh
nghiép, t6é chirc tai Viét Nam trong 6 thang dau nam 2024:

1 Mustang Panda
boi tuwong tan cong: Nang luong, Co quan

chirc nang

Trong nam 2024, Viettel Threat Intelligence phat hién nhiéu mau ma doc clia Mustang
Panda duoc phat tan véi ndi dung lién quan dén doanh nghiép, t6 chirc va linh vuc
dich vu cong tai Viét Nam.

Cac ky thuat, cong cu thwong xuyén str dung: Spearphishing Attachment, DLL Side
Loading, Template Injection.
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APT32

D6i twong tan cong: Dich vu cong

Gan day, nhom APT32 sir dung mau ma doc mai viét bang Rust dé thuc thi Cobalt
Strike nhdm vao céc co quan, t6 chuc.

Cac ky thuat, cong cu thwong xuyén st dung: Spearphishing Attachment, DLL Side
Loading, ActiveMime, Cobalt Strike.

3 EUETAZ QM (imsuky y
Bo6i tuong tan cong: Doanh nghiép

Viettel Threat Intelligence phat hién Kimsuky phat tan ma déc nham vao cac co s& ha
tang quan trong. Nhom sir dung méa déc AppleSeed nham danh cap thong tin va ky
thuat quan trong cla t6 churc.

Cac ky thuat, cong cu thwong xuyén st dung: Spearphishing Attachment, DLL Side
Loading, Khai thac CVE.

4 SharpPanda
Doi twong tan cong: Co quan chirc ndng

SharpPanda duoc phat hién lan dau vao nam 2018, thuong st dung ki thuat email lira
dao két hop céc 16 héng trong Microsoft Office.

Cac ky thuat, cong cu thwong xuyén st dung: Spearphishing Attachment, DLL Side
Loading, Khai thac CVE.

@ Lazarus
5 Do6i twong tan cong: Ngan hang - tai chinh

{azprv®

Nhom nay timg cé nhiéu chién dich tan cong vao cac t6 chirc doanh nghiép tai Viét Nam.

Cac ky thuat, cong cu thwong xuyén st dung: Spearphishing Attachment, DLL Side
Loading, Template Injection, LNK.
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APT27
Doi tuong tan cong: Doanh nghiép

Trong qua trinh ra soat khong gian mang, Viettel Threat Intelligence da phat hién cac
mau ma déc tir APT27 (thudng duoc goi la Goblin Panda) tan cong vao mét sé cong
ty, t6 chirc tai Viét Nam.

Cac ky thuat, cong cu thwong xuyén str dung: Spearphishing Attachment, DLL Side
Loading.

APT28

boi tuwong tan cong: Doanh nghiép

Nhom thuong st dung email Lira ddo, 16 héng bado mat hoac tai khoan bi 16 lot nham
phat tan méa doc.

Cac ky thuat, cong cu thwong xuyén str dung: Spearphishing Attachment, DLL Side
Loading.
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Dw¢éi day la danh sach cac nhom APT c6 so lwong IP tai Viét Nam dworc ghi
nhan truy cap két néi dén nhiéu nhat trong 6 thang dau nam 2024 theo
Viettel Threat Intelligence:

S6 lwong IP két noi

Winnti - 127

200 400 600 800 1000 1200 1400 1600

o

Hinh 14. Cdc nhém APT c6 s6 lwong IP két n6i dén nhiéu nhdt trong 6 thdng dau ndm 2024

Danh sach céac céac chién dich tan céng cé chi dich néi bat dwoc Viettel
Threat Intelligence ghi nhan trong ntra dau nam 2024:

Bang 9. Cac nguy co’ tan cdng c6 chi dich néi bat trong 6 thang dau nam 2024

Linh Thoi

vuc gian

Canh bdo chién dich tan céng clia nhém

Kimsuky nhdm vao céc co sé ha tang quan

trong. Nhiém vu ctia ma doc la danh cap  Nhiéu  Thang
thong tin va ky thuat quan trong ctia t6 linhvuc  01/2024
chirc. Ma doc duoc st dung la AppleSeed,

javascript dé tan cong vao may nan nhan.

Chién dich tan
1  coéngcldanhém
Kimsuky

viettel
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Linh Thoi

vuc gian

Canh bao chién Canh bdo trong qua trinh gidm sét trén
2 dich Goblin khéng gian mang da phat hien mau ma  Nhiéu  Thang
' déc ctia nhdm Goblin Panda nhdm vao céac linh vyc  01/2024

doanh nghiép, t6 chic tai Viét Nam.

Panda

Cénh bdomau  Canh bao phat hien ma déc méi tirnhdm
3 madoécméicla APTAL tan cong vao doanh nghiép, t6
nhom APT41 chtrc tai Philippines va Viét Nam.

Nhiéu Thang
linhvuc 01/2024

Canh bao nhiéu chién dich tan céng cla
4 Chiéndichtan  nhém Pawn Storm (APT28) nhdm vao Dichvu  Thang
cong ctia APT28  c4c co quan, t6 chire tai chau Au, chau A cong  02/2024

va Bac My.
Viettel Threat Intelligence cdnh bdo trong |
Canh bdo ma el on e LA . . ., Cong ty,
anh badc ma qua trinh ra soat khong gian mang da phat t6 chue Théng
N L - y u
5  décnghingo hién cac mau ma doc nghi ngey APT27 tan i Vier 02/2024
, . ai Vié
APT27 cong vao moét sé cong ty, to chire tai Viét N i
am
Nam.

Canh bao nhém Mustang Panda str dung

Mustang Panda  m3 déc DOPLUGS tan coéng vao cac

st dung doanh nghiép, t6 chirc tai khu vuc chau

6 DOPLUGStdn A trongdd cé Viet Nam. DOPLUGS la ma
congvaochau  doc downloader moi véi chuc nang

Dichvu  Thang
cong  02/2024

A backdoor duoc thiét ké dé tai xuéng ma
doc PlugX hoan chinh hon.

Canh bdo nhém  canh bao trong qua trinh giam sat khong
7  APT Mustang gian mang da phat hién mau ma doéc
Panda thudc nhém Mustang Panda.

Nhiéu Thang
linhvuc  02/2024

viettel
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Canh bao nhom
APT Mustang
Panda

Canh bao nhém
tan cong APT
Earth Krahang

Canh bdo mau
ma doc cla
nhom APT
Sharp Panda st
dung tai liéu co
néi dung tiéng
Viét

Canh bao mau
ma doc mai cla
nhom APT32

Chién dich tan
cong clia nhém
Lazarus APT

Viettel Threat Intelligence | Tinh hinh nguy co mat ATTT tai Viét Nam

Canh bao nhom APT Mustang Panda st
dung m& doc tan cong vao té chirec,
doanh nghiép thudc khu vic Bo6ng Nam
A.

Nhom tan cong APT Earth Krahang da xam
nhap co s& ha tang cla céc t6 chuce dich
vu cong tai khu vuc Bong Nam A dé gui
email spear-phishing va cai dat backdoor
trén hé thdng nan nhan.

Canh bao trong qua trinh giam sat khong
gian mang da phat hién mau ma doc st
dung tai liéu c6 ndi dung tiéng Viét chira
ma khai thac 6 héng CVE-2017-0199.

Canh bdao nhém APT32 s dung mau mé
déc mai viét bang Rust dé thuc thi
Cobalt Strike nham vao linh vuc dich vu
cong tai Bong Nam A,

Canh bdo chién dich tan céng clia nhém
Lazarus st dung mau ma doc méi danh
cap thong tin duoc luu trir trén cac nén
tdng phd bién nhu Github, GitLab,
Bitbucket.

Linh
vuc

Thoi

gian

Nhiéu Thang
linh vuc 03/2024
Dichvu  Thang

cong  03/2024

Nhiéu Thang
linhvuc  04/2024
Dichvu  Thang

cong  04/2024

Nhiéu  Thang

linh vuc  05/2024
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Chién dich tan
cong nghi ngd
thudc nhém
APT Turla

Canh bao nhém
APT Mustang
Panda s dung
tai liéu co noi
dung tiéng Viét

Chién dich tan
cong cla nhém
DarkPeony
nham phat tan
ma déc PlugX

Viettel Threat Intelligence | Tinh hinh nguy co mat ATTT tai Viét Nam

Canh bao vé chién dich tan cong duoc nghi
ng® thudéc nhdm APT Turla. Chién dich st
dung van ban lira ddo (phishing) cé chira ma
doc Tiny backdoor nham lay nhiém va danh
cdp cdc thong tin nhay cdm trén hé théng
clia nan nhan.

Canh bdo nhém APT Mustang Panda
nham muc tiéu vao cac doanh nghiép, to
chtre tai Viét Nam st dung cac tai liéu co
néi dung tiéng Viét.

Canh bao vé chién dich tan céng cla
nhom DarkPeony. Nhém tan céng phat
tan ma doc qua cac tép MSC dé cai cdm
ma doc PlugX lén thiét bi muc tiéu.

Linh
vuc

Nhiéu
linh vuc

Nhiéu
linh vurc

Nhiéu
linh
vuC

Thoi

gian

Thang
05/2024

Thang
06/2024

Thang
06/2024

*Nguon: Viettel Threat Intelligence
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LO LOT, RO Ri DI LIEU

Ban ghi théng tin ca nhan
Hon 61 triéu tai khoan bi L6 lot

Trong ntra dau nam 2024, Viettel Threat Intelligence ghi nhan sé luong thong tin tai khodn bi
16 lot téng 1.5 lan so vai cing ki ndm 2023. Su phat trién clia cac nhdm tan cong danh cédp ma
doc, ciing nhu mé hinh Stealer-as-a-Service dan tai su gia tdng manh mé s6 luong tai khodn
16 lot.

Cdc s6 liéu trong muc Lé lot, ro ri div liéu duoc ghi nhén trong qud trinh gidm sdt, xc Ly sw
6, qudn ly an toan théng tin hé trorcho doanh nghiép, té chuc trén khdp cd nwoce cla Cong
ty An ninh mang Viettel (VCS).

Théng tin ca nhan bi danh cap

Rat nhiéu trvong hop L6 lot thong tin tai khodn dang nhap vao cac hé thong quan trong va
nhay cdm nhu hé théng Email, hé thong quan ly tap trung SSO hoic hé thong VPN dung dé
truy cap noi bo. Diéu nay dan tdi nguy co hé théng doanh nghiép sé bi anh hudng lén néu
cac thong tin nay roi vao tay ké xau véi muc dich pha hoai, danh cap théng tin.
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. ~ - viettel
6 THANG DAU NAM T

2023 S 2024
BAN GHI THONG TIN CA NHAN BI LO LOT

Tai khoan déng nhap -
41,042,346

Tai khoadn déng nhap

61,835,817

Hinh 15. S6 luong bdn ghi 16 lot trong 6 thdng ddu ndm 2023 va 6 thdng dau ndm 2024

Tl

e Ngan hang ;x_) Chinh phi
550
f 1,983,804 @ 365,190

& 2,106,544
499,055 © 13,358

Giao dich
truc tuyén

rrr 355514
& 64,984 roe 30,956
visa 23,023

®' Nang lugng

@ 3902 @ 14,080

Hinh 23. Chi tiét s6 lupng bdn ghi thoéng tin cd nhén bj ddnh cdp theo linh vuc trong 6 thdng
déu ném 2024
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Di¥ liéu nhay cam bi L6 lot, rao ban

DPau ndm 2024 chuing kién suw bung né clia viéc rao ban théng tin nguoi dung, dir liéu hé
thong cling nhiéu dir liéu nhay cdm cla cac doanh nghiép Lén tai Viét Nam. S6 luong cac
vu rao ban, chia sé dtt liéu nhay cdm tang vot vao thang 5 va thang 6.

NCra dau nam 2024 ghi nhan 46 vu L lot dir liéu tai Viét Nam véi khodng 13 triéu ban ghi dr
liéu khach hang, 12.3GB méa ngudn, 16GB di liéu.

S6 lwong vu L6 Lot dir Liéu tai Viét Nam 6 thang dau

nam 2024
16 E
14

14
12
10

8

6 5 . 5

4 3 e

2 -
2 e
0 .
Thang 1 Thang 2 Théang 3 Thang 4 Thang 5 Théang 6

Hinh 17. S6 luong vu 16 lot dir liéu tai Viét Nam trong 6 thdng dau ndm 2024
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Bang 10. Cac vu L6 lot di¥ liéu ndi bat tai Viét Nam trong 6 thang dau nam 2024

a7

Théng tin

Ma nguén hé thong, dir
liéu khach hang

Dt liéu, thong tin ca
nhan, tai liéu cla nhiéu
truwong dai hoc, t6 chuc
gido duc tai Viét Nam
Thoéng tin khach hang,
théng tin mua ban

Ma nguén hé thong, dir
liéu khach hang

Tai liéu ndi bd nhay cadm
Dt liéu thong tin khach
hang, di liéu trich xuat
tlr hé thong ndi bd
Théng tin ca nhan, théng
tin eKYC

Linh vuc

Cong nghé

Gido duc

Ban &

Van chuyén
Hang khéng

Tai chinh

Khac

Sé vu Chi tiét

~1,4 triéu ban ghi

3 ,
~10GB ma ngubn
~14GB dr liéu

4 ~16 nghin tai liéu
~70 nghin ban ghi

24 ~ 9,2 triéu ban ghi

~2,3GB mé& nguon
~1,5 triéu ban ghi

1 Tai liéu ndi bd nhay cam

2 ~260 nghin ban ghi

10 ~ 400 nghin ban ghi

*Nguon: Viettel Threat Intelligence
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L6 lot di¥ liéu do v tinh tai lén cac nén tang cong khai

Céc nha phat trién phan mém (Developer) chia s& ma ngudn cla cac dy &n lén cac nén tang
nhu Github hodc Postman dé dé dang quan ly va kiém thd. Tuy nhién, trong ma nguén cla
du an khi day lén cong khai co chira céc treong thong tin nhay cdm duoc hardcoded nhu dia
chi IP ndi b, thong tin déng nhap hodc cac méa bi mat. Cac thong tin nay thuong vo tinh bj
dang tai cong khai lén khong gian mang.

Diéu nay dan tai viéc tin tac cé thé doc hiéu ma ngudn noi bo, tir dé thuc hién khai thac va
tan cong khi phat hién 16 héng (néu c6) hoac ldy ma nguén va xay dung trang web lira dao.

Trong 6 thang dau ndm 2024, Viettel Threat Intelligence da phat hién nhiéu trudong hop 16
lot di¥ liéu, trong do6 c6 7 truong hop muc dé cao lién quan t&i cac linh vyc ngan hang va
cong nghé.

Bang 11. Cac trwéng hop L6 Lot dir Lliéu do v tinh chia sé ma nguén néi bat trong nira dau

nam 2024
Théng tin Linh vuc S6 vu Chi tiét
Lo lot théng tin ma nguon chira Naan Ma nguon clia chira théng
cac théng tin nhay cadm lién hgn 3 tin tai khodn dang nhap,
quan. g APl key nhay cadm.
Lo lot thong tin ma nguén chira con Ma nguon chira thong tin
cac thong tin nhay cadm lién nghgé] 4 tai khoan dang nhéap cac

quan t&i linh vuc cong nghé. hé thong néi bo.

*Nguon: Viettel Threat Intelligence
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/
DU’ BAO XU THE

| cac dong ma doc

V&i xu hudng cong cu Al ngay cang phat trién, cac ki thuat mai va téi pham coéng
nghé cao sé co chiéu hudng gia tang nhor su hé tro dac luc cda Al. Qua do, viéc tan
cong ngudi dung dé thu loi bat chinh tir ma doc nham kiém tién tré nén phé bién
va phutrc tap hon rat nhiéu. Trong do, nhiéu con dudng tan céng nhdm vao nguoi
dung sé cd xu hudng:

1. Gia tdng cac cudc tan cdng bang ma ddc khéng luu triv (Fileless
Malware): Ma doc khong luu trir sé tiép tuc gia tang, do tinh khé phat hién
clia chung. Cac phan mém bao mat gap kho khan trong viéc phat hién loai
ma doc nay vi ma doéc hoat déng chidi yéu trong bd nhé va khong dé lai dau
vét trén 6 dia.

2. Tan céng chubi cung g (Supply Chain Attacks): Cac cudc tan cong vao
chudi cung ung sé trd nén phé bién hon khi ké tan cong nham vao cac nha
cung cap dich vu hodc phan mém dé xam nhap vao hé thong cta khach
hang.

3. Ma doc ransomware ngay cang tinh vi: Ransomware sé tiép tuc la moi de
doa lén véi su xuat hién ctia cac bién thé mai co kha nang ma héa dir liéu
nhanh choéng va yéu cau tién chudc cao hon.

4. Gia tang st dung ky thuat Living off the Land (LotL): ky thuat nay duoc
st dung nhiéu hon khi ké tan cong tan dung cac cong cu hop phap san co6
trén hé théng muc tiéu dé thuc hién hanh vi déc hai ma khéng can tai xuéng
thém cong cu hay méa déc nao khac.
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| Lira d3o, gian lan tai chinh

Duv bdo trong ntra cudi ndm 2024, cac chién dich tan céng lira ddo, gid mao sir dung
thuong hiéu céc t6 chirc lon tai Viet Nam van sé tiép tuc gia tang. Pac biét la hinh
thurc Lira ddo mao danh co’ quan chirc ning dé cai dit ing dung déc hai trén thiét
bi di dong.

Vi viéc Apple cho phép ngudi dung tai mét s6 khu vuc cé thé tai ing dung bén
ngoai App Store, c6 thé trong thoi gian nira cudi ndm 2024, sé xuéat hién cac ing
dung gid mao doc hai trén hé diéu hanh IOS.

Viettel Threat Intelligence sé theo doi sat sao va canh bao céac chién dich lira ddo
md&i nhat téi khach hang.
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CHIEN DICH TAN CONG RANSOMWARE MA HOA DU LIEU VA HA TANG A0
HOA CUA TO CHU'C, DOANH NGHIEP

1. Téng quan
Viettel Threat Intelligence ghi nhan nguy co tan cong Ransomware méa hoéa dir liéu va ha
tang 4o hda cla t6 chirc, doanh nghiép. Chién dich tan céng dang hoat ddng manh, cé chi
dich va nham vao cac doanh nghiép, t6 churc tai Viet Nam. Cu thé nhu sau:
- Vé phuong thirc tan cong: Ké tan cong leo thang, nam sau trong hé thong va thuc hién
ma hoa bang cac phuong thic nhu:
o Loi dung céc 16 héng cla céc ing dung céng khai trong t6 chirc nhu: Email,
Website, ...
o Tai khoan dang nhap cac hé thong quan trong cla t6 chic bi danh cap.
o Cac chinh sach phan vung, sao luu dir liéu khéng dam bao, ...

- V& anh hwdng dén co quan té chirc:
o That thoat dir liéu: Cac dir liéu clia t6 chirc bi ma hda va danh cép co thé dan
dén viéc ro ri, 16 lot cac dir lieu nhay cdm, quan trong clia t6 chic ra bén ngoai.
o Gian doan dich vu: M& héa ha tang do héa cta t6é chirc dan dén gian doan hoat
déng san xuét, kinh doanh ctia don vi. Viéc gian doan cé thé lén dén hang ngay,
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tuan hodc khong thé khéi phuc néu don vi khéng cé cac chinh sach backup va hé
thong du phong day du.

o Anh hwéng dén uy tin cha té chirc: D6i vai céc doanh nghiép, viéc gian doan dich
vu hodc bi tan cong mat ATTT sé khién cho déi tac, khach hang mat niém tin, nghi
ngd, danh gia thap kha nang cung cép san phdm/dich vu ctia doanh nghiép.

Lentnang@

AD

2. Kich ban tan cong

Qll

5 Brute-force tai
. khoadn quan tri, _| N
‘i Thay doi

3 x - | |
i " vCenter mét khau,
) % bét ssh
T 3 o Taikhoan | Knai thac

~..I I >
I tai khoan an cap.,
khéng xdc thyc 2

5 . burére, i khodn o y céi
Web phishing/Tai khodn bi &n ¢ AD.... Server Tﬂg gian Jé::,‘EuSa;i

thire hién
>
H > i

mé hoa
Khai thac 18 hdng, web shell Server public

3
>

ESXi server

)

K& tan cong

Server 40 hoa

Hinh 18. Kich ban tdn c6ng Ransomware méa héa di liéu va ha tdng do hda cla té chirc
(theo Viettel Threat Intelligence)

Buwéc 1: Ké tan cdng xam nhap vao mang cuia té chirc

Ké tan cong thuc hién xam nhap vao mang cla t6 chic théng qua cac phuong thire sau:

- Ma doc duogrc cai vao trong mang ndi b thong qua email Lira dado, trang web lira dao, tl
USB, ...
(Théng tin chi tiét vé cdc mau mé doc vui long tham khdo tai Muc D.6)

- Théng qua bruteforce hodc lay duoc cac tai khodn déang nhap hé théng két noi tir xa bi
déanh cap (Compromised Account) dé truy cap vao mang néi bo.

- Théng qua khai thac 16 héng trén cac hé théng public, ké tan cong cai webshell va leo
thang vao bén trong mang néi bo.

Buwérc 2: Leo quyén

Khi ké tan cong c6 quyén truy cap vao mét may trong mang noi bd, ké tan cong sé co gang

leo quyén dé tan cong. VD: Bruteforce tai khoan quan tri, chiém quyén quan tri AD, chiém

cdc may tram khac, ...

Budrc 3: Ké tan cong tim cach truy cap dwoc vao viing mang quan tri
Sau khi leo quyén, ké tan cong thuc hién tan céng dé truy cap vao viung mang chira hé
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théng quan trj 4o hoa bang nhiéu hinh thirc nhu:

- Thoéng qua viéc cho phép may tram truy cap dugc vung mang quan tri.

- Thdng qua viéc str dung chung tai khodn AD cho may tinh truy cap ving mang quan tri.

- Thong qua viéc khéng xac thuc 2 budrc khi truy cap vao vung mang quan tri.

Budrc 4: Ké tan cong chiém quyén truy cap vao hé théng quan tri 3o héa vCenter

Khi ké tan cong & trong vung mang quan tri, ké tan cong tan dung céc diém yéu sau dé co

thé chiém quyén truy cap vao hé thong quan tri VCenter:

- Thong qua viéc khai thac 16 héng chiém quyén diéu khién trén hé théng quan tri VCenter
nhu: CVE-2022-31680, CVE-2021-22005, CVE-2021-21985, CVE-2021-21972, ...

(Thong tin chi tiét vé cdc 6 hdng cé khd ndng bi khai thdc vui long tham khdo tai Muc D.5)

- Théng qua viéc an cap tai khoan quan tri duogc luu trén cac hé théng trung gian.

Sau do, ké tan cong thuc hién bat ssh vao ESXi hodc thay d6i mat khau ssh ctia ESXi.

Buwdc 5: Ké tan céng thuc hién ma hoa toan b cac hé thong do héa va doi tién chudc

Ké tan cong truy cap ssh vao ESXi, thuc hién tdt may o va chay tool ma héa toan bé cac

may ao.

. Khuyén nghi

Thuc hién cling cé an toan théng tin cho té chuc:

- Ra soat cac hé théng backup, ddm bdo di liéu backup dugc tach biét vat ly, tach biét
logic vé&i cac hé théng chinh, cé kha nang khoéi phuc khi hé thong chinh gap cac sy cd
nghiém trong (bao gém ca may chu, ing dung, dir liéu).

- Rasoat tat tinh nang truy cap truc tiép qua giao dién SSH trén cac may chd ESXi, bo sung
giam sat viéc bat/tat tinh nang nay.

- Rasoat, siét quyén truy cap quan tri cac may chd quan ly do hoa (vCenter).

- Rasodt, siét quyén truy cap mdy chi quan tri trung gian (Jump Server), siét két ndi quan
tri tr mady chudi quan tri trung gian t&i cac hé thong trong yéu.

- Ra soat, siét cau hinh tai khodn quan tri trén hé théng Active Directory va cdc hé thong
co6 lién quan dung chung tai khodn quan tri.

- Thyc hién canh bao hodc khda tai khodn sau mét s6 lan dang nhap that bai hodc déng nhap
tur cac IP la (IP khong lién quan dén t6 chirc hodc két néi tir quéc gia khac).

- Ap dung nguyén tac d&c quyén t6i thiéu cho tat ca cac hé théng va dich vu, nguoi dung
chi c6 quyén truy cap can thiét dé thuc hién cong viéc ctia minh.

- Cap nhat ban va cac L6 héng trén céc ing dung bé mét Internet.
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- Can nhéc b6 sung co ché xac thuc da nhan t6 cho céac hé théng, tai khoan trong yéu.
4. M6t s6 sai lam thwong mac phai
4.1. Cho phép hién thi théng tin cac dich vu két ndi tir xa nhw VPN, RDP qua céc port
méc dinh hodc hién thi trén website, khdng gidi han thiét bi st dung
Nguy co: Ké tan cong cé thé scan ra céc dich vu két ndi tir xa, tlr d6 cé thé khai thac cac 16
hong cua dich vu két néi tir xa hoac loi dung cac tai khoan két nGi dé xam nhap.
Khuyén nghi:
- Thay déi cdng két ndi mac dinh dén RDP, VPN. M&c dinh khéng chia sé, hién thi cac
thong tin VPN, RDP trén website.

- Han ché céc user, cac thiét bi, IP duoc phép st dung RDP.

4.2. Cho phép déi tac va cac dich vu bén thir ba két ndi vao trong hé théng ctia té chire
ma khéng cé phan quyén, gi&i han truy cap

Nguy co Ké tan cong co thé tan cong cac déi tac, dich vu bén thir ba tir do két noi truc tiép

vao trong hé théng cta té chirc.

Khuyén nghi:

- Ap dung nguyén t&c d&c quyén téi thiéu cho tat ca cac bén, bén thi ba chi duoc truy
cap v&i quyén téi thiéu dé thuc hién nghiép vu tuong tng.

- Xem xét trién khai hé thong kiém soét truy cap (zero trust access), chi cho phép truy
cap hodc str dung khi co quyén.

4.3. Tai khoan dang nhap email, VPN hoac hé théng quan trong dworc luu trir trén trinh
duyét hoac méi trwong khong an toan (lwu ra file txt, excel, note, ...)

Nguy co: Ké tan cong ldy mat khdu duoc luu trir trén trinh duyét hodc cac moi truong

khong an toan dé thuc hién tan cong.

Khuyén nghi:

- Khéng luu trir mat khu trén trinh duyét.

- Thuc hién s&r dung cac phan mém chuyén dung dé luu trir mat khiu va co xac thuc da
nhan to.

- Can nhéc b6 sung co ché xac thuc da nhan t6 cho céac hé théng, tai khoan trong yéu.
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5. Cac L6 héng trén vCenter va EXSi
Dudi day la danh sach cac L6 héng trén VCenter va ESXi duoc danh gid [a cé kha ning duoc
cac nhém tan coéng st dung trong thuc té dé gianh duoc quyén truy cap ban dau vao hé
thong muc tiéu:
CVE-2021-21985, CVE-2021-21974, CVE-2022-31680, CVE-2021-22005, CVE-2019-5544,
CVE-2021-21972, CVE-2020-3952, ...

5.1. CVE-2021-21972 | L6 héng thuc thi ma tir xa trén VMware vCenter Server

Théng tin téng quan:

L& héng cho phép ké tan cong khéng can xéc thuc cé thé khai thac 16 héng thong qua port
443 dé tai len mot file bat ky tir do thuc thi lénh khong han ché quyén trén hé diéu hanh
hé théng vCenter Server.

Mtrc do danh gid clia VCS-TI: Nghiém Trong.

Diéu kién khai thac:
e Phién ban VMWare vCenter st dung phai dudi phién ban 6.5 U3n, 6.7 U3, hodc 7.0 Ulc

e Ké tan cong phai cé két ndi téi portal web VMware vCenter

Dau hiéu nhan biét:
Goi tin ma ké tan cong gl di dong thoi sé cé cac dau hiéu sau:
e Truy van HTTP phuong thirc POST

e Dia chi URL "/ui/vropspluginui/rest/services/uploadova"

Rule Suricata:

alert http any any -> any any (msg:"Detect CVE-2020-21972"; flow:to server,established;
content:"/ui/vropspluginui/rest/services/uploadova"; startswith; http uri; content:"POST";
http method; classtype:web-application-attack; sid:20212322; rev:1;)

5.2. CVE-2021-21985 | L6 héng thyc thi ma tir xa trén VMware vCenter Server

Théng tin téng quan:

L& héng xay ra do thiéu xéc thuc dau vao trong Virtual SAN Health Check plug-in, duoc bat
maéc dinh. Ké tan cong khai thac thong qua céng 443, sau khi thanh céng ké tan céng khong
can xac thuc co kha nang thuc thi cac lénh tuy y trén may chi vCenter.

Murc d6 danh gia ctia VCS-TI: Cao.
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Diéu kién khai thac:
e May cht cai dat va s dung mot trong céc phién ban sau:
o vCenter Server 6.5
o vCenter Server 6.7
o vCenter Server 7.0
o Cloud Foundation (vCenter Server) 3.x
o Cloud Foundation (vCenter Server) 4.x

e K& tan cong can phai cé kha nang truy cap vCenter Server qua céng 443.

Dau hiéu tan céng:

Gai tin cda tin tac co cac dau hiéu sau:

e Truy van HTTP phuong thirc POST

e Truy van dén "/ui/h5-vsan/rest/proxy/service/&vsanProviderUtils setVmodlHelper"

e Truy van co chira chudi "methodinput”

Rule suricata:

alert http any any -> any any (msg:"CVE-2021-

21985";content:"POST";http method;content:"/ui/h5-
vsan/rest/proxy/service/&vsanProviderUtils setVmod|Helper";

startswith;http uri;content:"methodInput”;http client body;classtype:web-application-
attack;sid:20212462;rev:1;)

5.3. CVE-2022-31680 | L6 héng thuc thi ma tir xa trén VMware vCenter Server Platform
Services Controller

Théng tin téng quan:

L6 héng Java deserialization trong chic nang Platform Services Controller cla VMware
vCenter Server. Tin tac v&i ddc quyén quan tri vién co thé khai thac 16 héng dé thuc thi ma
tlr xa trén hé thong.

Mtrc do danh gia ctia VCS-TI: Cao.

Diéu kién tién quyét:

e Hé thong str dung VMware vCenter Server phién ban 6.5.

e Tin téc cé dac quyén quan tri vién cé thé két néi dén hé théng.

Dau hiéu nhan biét:
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Gai tin tin tdc st dung khai thac L6 héng c6 cac dau hiéu sau:
e Truy van HTTP phuong thirc GET
e Truy van dén endpoint /psc/data/constraint/

e Chutra cac chudi base64 trong URI

5.4. CVE-2021-22005 | L6 héng thuc thi ma tir xa trén VMware vCenter Server

Théng tin téng quan:

L& héng xdy ra trong Analytics Service, tin tac khong can xac thuc co thé khai thac théng
qua cOng 443 dé tai lén tép tuy y. Khai thac thanh céng cho phép ké tan cong khong xac
thuc co thé thuc thi ma tir xa trén may chd, tir dé chiém quyén diéu khién hé théng.

Murc do danh gid clia VCS-TI: Nghiém Trong.

Diéu kién tién quyét:
e May cht cai dat va st dung VMware vCenter Server phién ban 6.7 va 7.0.

e Ké tadn cong can phai c6 kha ndng truy cap vCenter Server qua cong 443.

Dau hiéu nhan biét:

Kich bdan tha nhét:

Goi tin cla tin tdc g di cé cac dau hiéu sau:

e Truy van HTTP phuong thirc POST

e Truy van dén "/analytics/telemetry/ph/api/hyper/send"
e Chura chubi "../" (khai thac L6 hdng path traversal)

Rule suricata:

alert http any any -> any any (msg:"Detecting CVE-2021-22005 attack telemetry
endpoint”;content:"POST";http method;content:"/analytics/telemetry/ph/api/hyper/send
"; startswith;http uri;content:"../";http uri;classtype:web-application-
attack;sid:202127721;rev:1;)

Kich ban thw hai:

Goi tin cla tin tac gti di co cac dau hiéu sau:

e Truy van HTTP phuong thirc POST

e Chtra chubi "/analytics/ph/api/dataapp/agent"

e Chura chudi "..;/" (bypass proxy filter dé khai thac path traversal)
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Rule suricata:

alert http any any -> any any (msg:"Detecting CVE-2021-22005 attack dataapp
endpoint”;content:"POST";http method;content:"/analytics/ph/api/dataapp/agent”;http
uri;content:"..|3b|/";http_uri;classtype:web-application-attack;sid:202127722;rev:1;)

5.5. CVE-2019-5544 | L6 héng thuc thi ma tir xa trén VMware ESXi

Théng tin téng quan:

OpenSLP service duoc chay trén VMware ESXi host dé trién khai Service Location Protocol
(SLP). Ké tan cong c6 thé truy cap dén dich vu nay truc tiép qua port 427 ho&c qua Horizon
DaaS management appliance, qua dé ghi dé ving nhé heap cuia dich vu nay, dan dén thuc
thi hanh vi thuc thi ma tu xa.

Mtrc do danh gia ctia VCS-TI: Cao.

Diéu kién tién quyét:
e Hé thong s dung cac phién ban sau:
o ESXi6.7
o ESXi6.5
o ESXi 6.0
o Horizon DaaS 8.x

e Ké tan cong phai co két ndi tlr ngoai internet dén port 427 trén may VMware ESXi host
hodc da truy cap duoc vao Horizon DaaS management appliance.

5.6. CVE-2020-3952 | L6 héng Information Disclosure trén VMware vCenter Server
Théng tin téng quan:

Tin t&c c6 quyén truy cap mang vao cdng 389 trén vmdir deploymentl cé thé trich xuéat
thong tin c6 d6 nhay cdm cao nhu théng tin xéac thuc tai khoan quan tri, tir do st dung dé
xam pham vCenter Server hoac céc dich vu khac phu thudc vao vmdir dé xac thyc.

Murc d6 danh gia ctia VCS-TI: Cao.

Diéu kién tién quyét:
e vCenter Server dang chay & phién ban 6.7 va cac phién ban Platform Services Controllers
duorc cap nhat tir cac phién ban vSphere ca.

e K@ tan cong phai co két néi mang t&i VMware Directory Service.
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5.7. Khuyén nghi

e Viettel Threat Intelligence khuyén nghi quan tri vién cap nhat VMware VCenter va ESXi
lén cac phién ban mai nhét, cai dat day da ban va cho cac 16 hong. Buong dan tai xuéng
cac ban va:

o https://customerconnect.vmware.com/group/vmware/patch

e St dung WAF/IDS/IPS dé phat hién va ngan chin tan cong dua theo dau hiéu khai thac
clia nguy co khi tin tac tan coéng.

Ngoai ra d& ddm bao an toan thong tin cho t6 chire trudec nguy co bi tan cong Ransomware,

Viettel Threat Intelligence khuyén nghi quan trj vién thuc hién cac cau hinh sau cho VMware
vSphere:

e Két ndéi quan tri
o Siét két noi quan tri (port 22, 443, 5480) tap trung thong qua 1 hé thong trung
gian ho tro 2FA.

e Tai khodn quan tri
o Khong cé cac tai khodn khoéng str dung.
o S dung xac thuc local (SSO clia vCenter), khong st dung tai khodn AD.
o Phan quyén téi thiéu theo nghiép vu quan tri.
e ESXihost
o ESXi host phai cau hinh ché do lockdown t6i thi€u la Normal.
o Disable SSH trén toan bd ESXi host.

. Phan tich ma déc
6.1. Mau 1: version.dll

Ma doc s dung ky thuat DLL-SideLoading théng qua chuong trinh
OneDriveStandaloneUpdater.exe cé chit ky sach clia Microsoft. File nay khi duoc thyc thi
sé tién hanh thuc thi file version.dll doc hai nam cuing thu muc.
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Digital Signature Details ? X

General Advanced

— . Digital Signature Information
et | This digital signature is OK.

Signer information

Name: |Microsoft Corporation

E-mail: |Not available

Signing time: |Mondav, February 27, 2023 2:27:07 PM

View Certificate

Countersignatures

Name of signer: E-mail address: Timestamp

Microsoft Time-S... Not available Monday, February 2...

[ ox ]

Hinh 19. File chtra chir ky cta Microsoft

File version.dll khi duoc thuc thi tién hanh tao mutex theo format mtx <UserName>, sau
do no tién hanh doc file uninstall000.dat trong cung thu muc.

pcbBuffer = 256;
t ' (Buffer, &pcbBuffe
(Name,

if (
(@);
(&v2);
] W(@i64, Filename, ©x104u);
(&v2, Filename);
(&2, "\\");
(&2, v5, vO@);
(&v2, v1);

(v5);

(v9, L

(v9);
(S va )

(v4);

Hinh 20. File version.dll tién hanh tao Mutex va doc file

Tai ham decrypt dat file, ma doc tién hanh khdi tao key gidi ma WigcZhRdWgX6m3GmTciv9,
sau dé mé file uninstall000.dat.
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vl3 =
(KE ‘ , Ox2Cui6d);
1pString ;

vls =

(filename, GENERIC_READ, 1lu, ©i64, 3u, Ox3000000u, 0i64);

Hinh 21. Khdi tao key gidi ma

Sau khi khéi tao key gidi ma, ma doc tién hanh hash chudi key véi SHA 256 va giai ma di
liéu file dat bang AES 128.

, Bx6Cuibd);
rovider, @x18u, @xFoEEEe0)
(phProv, CALG 6 4, @, &hHash) )

goto LABEL 9;
1
}
if (! t (phHash, lpString, dwDatalLen[@], @) )
{
LastError = Get t (s
return 0i64;
3

}
if ( (phProv, CALG_AES_128, phHash, @, &phKey) )
g

if ( vi1s )

e;
(1)

while
r
1

v1e I
if ( !vie || !Num

break;
v5 += Numbe
if ( vS >= Fi
r
1

Final = 1;

» NumberOfBytesRead, NumberOfBytesRead);
3
S
& P t (phKey, ©i64, Final, ©, lpBuffer, &NumberOfBytesRead) )
I T - | A BBBBBBBBBBBTBT———————

Hinh 22. Hash chudi key va gidi mé dcr liéu

D liéu sau khi gidi ma la 1 file PE, ma doc sé tién hanh parse dit liéu cua file PE nay va thuc
thi né trong memory.
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Size = nt->OptionalHeader.DataDirectory[I
VirtualAddress = nt->OptionalHeader.DataDirectory[IM NTF . 0C].VirtualAddres
v19 = @i64;

ABEL_53:

if ( v19 >= Size )

return ((new_data + v7->OptionalHeader.AddressOfEntryPoint))();
vll = (&new_data->e_magic + v19 + VirtualAddress);
if ( !*vi1 || !vii[1] )

return ((new_data + v7->OptionalHeader.AddressOfEntryPoint))();

s aaFa PN

Hinh 23. Dir liéu duorc thuc thi trong memory

File PE vira gidi ma duoc viét bang Golang 1.20.2 va duoc tin tac tai tr github vé va luu tai
duong dan C:\Users\Administrator\Downloads\geacon plus-main. Geacon plus la Cobalt
Strike beacon duorc viét lai bang golang nham bypass AV.

D8 Detect It Easy v3.09 [Windows 10 Version 2009] (x86_64) = (] *

Base 5 Entry point

0000000000400000 0000000000466a20

Memory map Hsas! Hex Strings Signabures VirusTotal

Visualzation Searc Entropy YARA

Export 5 M s Overlay

Version

V' Deep scan Hewristic scan v Verbose

Directory

Hinh 24. File PE duoc téi vé

C&C ctia ma doc duoc cau hinh nhu hinh dudi.

main_config https dq offset aHttp

Hinh 25. C&C cta ma déc

6.2. Mau 2: AutoUpdate.exe

Khi dugrc thuc thi, ma doc tién hanh mé file tai dwong dan C:\ProgramData\catalog c.raw.
Sau khi m&, ma doc sé tién hanh doc cac file trong file catalog c.raw bang thu vién minizip.

62 viettel

security



Viettel Threat Intelligence | Tinh hinh nguy co mat ATTT tai Viét Nam

Buffer =
(Buffer, 1uib4, Size
vi5, 0, 72uié4)
, 0, sizeof(vi2));

= (Size);
(viz2[e], Buffer,
(vis, vi2);

return -1;

}

else if ( (file) )
{
( ):
return -1;
}

else

break;

if ( Block )

Block = (Block, Currer
else

Block = (CurrentFile);

if ( !'Block )
return 0;

(&Block—signature[i], buf, CurrentFile);

(file);
(
lcode = (Block, B8ié4, vi
(shellcode) (Bi64, Bi64, 8i64, 8i64);
return 8;

Hinh 26. Ma déc tién hanh doc file

M& déc doc céc file con bén trong va kiém tra ddc diém ting file, file con chira bén trong
la 1 file PE da bi xod va custom lai header. Néu file duwoc bat dau bang chubi byte [0x88,
0x94, 0x86, 0x57, 0x66], ma doc sé tién hanh parse lai cau tric PE méi clia ma doc.
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OxFFFF
OxFFFFFF86
@x57

ox66 )

)i

data->Size )

( MemPtr, ->Size, 220u,

(0i64, data->Size, ©0x3000u, 4u);

0i64; i < data->NumberOfSection; ++i )

Hinh 27. Ma déc tién hanh parse lai PE

File PE c6 header custom dugc dinh nghia nhu hinh dudi:

uct Section

Hinh 28. File PE dwoc custom

Dua trén dac diém cla file, co thé thay file PE nay la céng cu frp version v0.53.2 duoc s
dung dé tunnel vao may tinh nan nhan. Kiém tra file dump, ma déc chay v&i command -c
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v.ini dé load config clia ma déc.

0000000002000000
000031 762000000
ters: 900001fF760dd1cE0
tory:
‘AutoUpdate.exe -c v.ini®
ImageFile:
Commandline: ‘AutoUpdate.exe c v.ini*
D11lPath: ‘< Name not readable >°

Environment: ©09001f760dd0fed

Hinh 29. Théng tin file dump

6.3. Dau hiéu nhan biét / Ha tang ma doc

e AutoUpdate.exe
- MD5: 07F85171FFA199899ECOB7136F164986
- SHA1: D1E74FCE59CBA9B6C17858BF55C38FFOCFEAF5DD
- SHA256:
FC9A2144BBOOFD79BBC820880EEODFC6EB5C10D6BB2F86310AD9D3300144F1F5

e catalog c.raw
- MD5: C3DBEEB5B9339E62FA9300F4E3BBC89D
- SHA1: AA9F088E92BE96FAB3FAF0CA7F51340700DC5DB2
- SH256:
36A2AEEE2E2544D8536CD425350EE49409E1C791C38001C45BF263FEB336CACS

e version.dll:
- MD5: AE9601C8A66D41828795A3F6CCE31B19
- SHA1: 59FD6C36F7F1DF95EOE68B48351F947998C67C68
- SHA256:
B82A546F752766A78655A1BD80106EF8C701802B64CFC466D5053CBA51021943

¢ uninstall000.dat
- MD5: DE33FOE9EDF04726396E802CBED71702
- SHA1: CFOA88140A67C1986DCF485E965C933106419039
- SHA256:
7C3894E32774C8B61B8CC6ASDEDFF3B62B3DD1EF2544E10DCA2B17334398ECDO

Network 10Cs:
«54.180.143[.]1194
« analysis.ms-azurelogs[.Jcom
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6.4. Kiém tra dau hiéu bat thuong

Quan trij vién co6 thé kiém tra cac dau hiéu bat thuong sau:
e Viéc bat hoac tat bat thwong SSH trén ESXi (Luu y: SSH duorc tit méc dinh)
Kiém tra trong tép shell.log:

norm id="VmwareESX" label="Enable" label="SSH"
| chart count() by log host,message

e Viéc tin tac tan cong Brute-force hoac password-spraying SSH trén ESXi:

Kiém tra tép “/var/log/vobd.log”:

[label="SSH" label="Login" label="Fail"

| chart distinct_count(user) as user count by log_host, source address

| search user count > 5] as s1 followed by

[label="Session" label="0pen" label="SSH"] as s2 on s1.source address=s2.source address

e Viéc tin tac brute-force web interface hoac cac tai khoan la ctia ESXi.

Kiém tra tép “/var/log/hostd.log” v&i céc lan dang nhap khéng thanh cong di kem véi lan
dang nhap thanh cong sau do.

[10 label="Authentication" label="Fail" action="Rejected" having same source address]

as s1 followed by

[label="Authentication" label="Successful" action="Accepted" ]

as s2 on sl.source address=s2.source address

Ngoai ra, quan trj vién cting c6 thé kiém tra tép "/var/log/auth.log" dé kiém tra cac thong tin
dang nhap dang ngo (Vi du nhiéu user dang nhap khong thanh cong trén cing mét dia chi IP).

6.5. Cach phan ung / Xt ly ma déc
Khuyén nghi khach hang dua trén cac loC dé thuc hién cac céng viéc sau:

- Ra soat ma doéc trong té churc.

- Cap nhat loC vao cac giai phap bao vé ctia don vi, to chirc (SIEM, IPS/IDS, ...).
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7. Danh sach cac dau hiéu nhan biét ma déc

STT l0C Ma doc ;::t' ﬁ:::
MD5: 07F85171FFA199899ECOB7136F164986
SHA1: D1E74FCE59CBA9B6C17858BF55C38FFOCFE4F5DD
1 | SHA256: lockbit3 | 2024-03-26
FC9A2144BBOOFD79BBC820880EEODFC6EB5C10D6BB2F86
310AD9D3300144F1F5
MD5: C3DBEEB5B9339E62FA9300F4E3BBC89D
SHA1: AA9F088E92BE96FAB3FAFOC47F51340700DC5DB2
2 | SH256: lockbit3 | 2024-03-26
36A2AEEE2E2544D8536CD425350EE49409E1C791C38001
CA45BF263FEB336CACS5
MD5: AE9601C8A66D41828795A3F6CCE31B19
SHA1: 59FD6C36F7F1DF95EOE68B48351F947998C67C68
3 | SHA256: lockbit3 | 2024-03-26
B82A546F752766A78655A1BD80106EF8C701802B64CFC4
66D5053CBA51021943
MD5: DE33FOE9EDF04726396E802CBED71702
SHA1: CFOA88140A67C1986DCF485E965C933106419039
4 | SHA256: lockbit3 | 2024-03-26
7C3894E32774C8B61B8CC6ASDEDFF3B62B3DD1EF2544E1
ODCA2B17334398ECDO
5 | analysis[.Jms-azurelogs[.Jcom lockbit3 | 2024-03-26
6 | *.playforedream[.Jcom lockbit3 | 2024-03-26
7 | *.msedge-collection[.]lnet lockbit3 | 2024-03-26
8 | 54[.]180.143.194 lockbit3 | 2024-03-26
9 |43.207.212[.]130 lockbit3 | 2024-03-26
10 | 54.179.163[.1241 lockbit3 | 2024-03-26
11 | 13.229.132[.]106 lockbit3 | 2024-03-26
12 | the-firefox-solutions[.Jcom lockbit3 | 2024-04-01
13 | 158.247.248[.167 lockbit3 | 2024-04-01
14 | privacyapproach[.Jcom lockbit3 | 2024-04-01
15 | 146.70.29[.]245 lockbit3 | 2024-04-01
16 | getweatherllc[.]org lockbit3 | 2024-04-01
17 | 103.182.103[.]1177 lockbit3 | 2024-04-01
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18 | skypeweb[.Inet lockbit3 | 2024-04-03
19 | msftncsisystems[.Jcom lockbit3 | 2024-04-03
20 | 170[.1187.240.252 lockbit3 | 2024-04-03
21 [45.114[.]118.91 lockbit3 | 2024-04-03
22 |103.20.235[.]120 lockbit3 | 2024-04-03
23 | adobe-flash-upgrade[.]net lockbit3 | 2024-04-03
24 | your-robust-24[.Jcom lockbit3 | 2024-04-03
25 | 116.251.216[.154 lockbit3 | 2024-04-03
26 | 103.109.100[.]1165 lockbit3 | 2024-04-03
viettel
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v

Chu déng phdt hién va ngdn chdn
méi de doa tiém dn trudc khi tré
thanh muc tiéu!

Nhanh chéng ndm bt théng tin, dwa ra phan doan
va phan tng trwéc cac rii ro tiém an!

« Nhan dién Chu déng: Phat hién som nhirng moi de doa tiém &n trudc khi bi tan cong.
« Ra quét Toan dién: Khong bd sét bat ky nguy co nao trén khong gian mang.

« Hb tro tir Chuyén gia: Tu van chién luoc dé phong nglra va xtr ly cac rdi ro.

viettel
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1. Nguén tri thirc da dang va doc quyén

Véi loi thé tir nha mang da quéc gia clng tri thirc an ninh mang dau
nganh, két hop véi mang ludi thong tin di Liéu tir cac doi tac quoc té, cac
nguon Darkweb, Viettel Threat Intelligence tw déng theo ddi va théng
bao ngay lap tirc cho doanh nghiép vé cac moéi de doa khi phat hién nguy
co nhu tan cong cé chu dich APT, tan cong mé héa dir liéu ransomware,
ro ri thong tin di liéu, cac tén mién, ing dung gid mao thuong hiéu dé

[tra ddo khach hang, ...

2. Bao cao chuyén sau chinh
xac va kip thoi

Viettel Threat Intelligence cung
cap cai nhin bao quat nhat cho
doanh nghiép théng qua Béao cao
chuyén sau duoc téng hop phan
tich theo déc thu tirng quéc gia,
tirng nhém nganh linh vuc va
danh gid tinh hinh ATTT cula
chinh doanh nghiép trong boi
canh chung.

3. Chuyén gia chat lwong
cao tiéu chuan quéc té

Doanh nghiép duoc hé tror 24/7
b&i nhimg chuyén gia tam quéc
té da dat nhiéu chiing chi uy tin
nhu GCTI, CTIA, ... Chat lwong
cla Viettel Threat Intelligence
da dwoc minh ching qua nhiéu
gidi thwdng quéc té lom nhu:
Gartner, Cybersecurity Excellence
Awards, IT World Awards, ...
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